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re starting these projects, create a Work\Chap06\Projects folder on your system; its
referred to as your “work folder” in steps. Copy the drive image charlie-2009-12-07. |
from the M57 Patents case to your work folder, if you havent done so already. (vou cz @) Setup - Active@ KillDisk
file in the downloads section for this chapter on the student companion site for this bf

Where should Active@ KillDisk be installed?

Hands-On Project 6-1

Inthis project, you create and delete Word and Excel files on a USB drive (or small
partition, if you don't have a USB drive), and then use OSForensics to examine the.
Follow these stef

1. Create a C6Prjo1 folder on your USB drive.

2. Open a new document in Word, and type This is to test deleting files and t}
‘wiping them. Save the file in the C6Prj01 folder as Teat 6-1.docx. and exit

3. Open a new workbook in Excel. Type a few numbers, and then save the workk
C6Prj01 folder as Teat 6-2.xlax. Exit Excel.

4. Use File Explorer to delete both files from the USB drive.

5. Start OsForensics, and start a new case. Type C6Prjo1 for the case name, and
your name for the investigator. Leave the Acquisition Type option as Live Acq
of Current Machine, and specify the work folder you created for this chapter
subfolder called C6Prjo1, and click OK.

6. If necessary, click Manage Case in the left pane, and then dlick the Add Devie
in the right pane. Click the drive letter of your USB device, make sure the Fore
mode option button is selected, and click OK.

7. Make sure the case you just created has a green check mark next to it if not, Atleast 78.6 MB of free disk space is required.
click the case name, and then click Start in the left pane. Using the scroll bar
far right, scroll down and dlick the Deleted Files & Data Carving icon. In the
Files Search window, click the Disk list arrow, and then click the USB drive in
options. Click the Search button. Because you're searching for deleted files,
need to enter a file string or filter.

8. Double-click the Test 6-1.docx file in the lower pane to view its contents. You can
also click the File Info tab to verify the file's MAC time. Repeat this process with the
Test 6-2.xlexfile.

9. Close all open windows, and exit OSForensics.

T Setup vill install Active@ KilDisk into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

<Back

Hands-On Project 62
In this project, you research and download a disk-cleaning and wiping tool and verify that it
works. Make sure you aren't on  production machine. Do an Internet search for disk-cleaning
and wiping software, and download and install at least one tool. Then follow these steps:
1. Create a C6Prj02 folder on your USB drive. Start the tool you just installed.
2. Select your USB drive. Following instructions in the software documentation, wipe
the drive.

Copyright 2013 Cengage Learming. Allights Reserved.May not be copied, scanned,or duplicated in wholeor i part. WCN 02200203
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Privileged content

Date range filter

ANALYZE EVIDENCE

JURCES TO PROCESS

Type Image - location name

:ARCH COMPLETE

charlie-work-usb-2009-12-11 3 1.E01 - Unpartitioned space

1OM Process has finished scanning your evidence sources. Here is a summary of the compl

‘art date/time - local time ~ 4/2/2025 10:53:02 AM
nd date/time - local time 4/2/2025 10:54:06 AM
Search duration 37 seconds

Indexing duration 0 seconds

Search outcome Completed

NOTES

EXCEPTIONS ) 1

SCAN SETTINGS

BACK

CLOSE
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