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Activity 1: Using the ZAP Proxy 

 



 



 



 



 



 



 



 



Activity 2: Creating a Cross-Site Scripting Vulnerability

 





 



 

 

 Did you see the impact of your cross-site scripting attack? Yes. 

Activtiy#3: Exploiting Insecure Direct Object Reference (URL Manipulation) 



Apache started and running:

 

 

Mysql started and Runing in kali: 

 

 

Database created in mysql: 

 



 

 

User (mohamed') and privilege created: 

 

 

Table “student” & “user” created on CYB302 databse: 



  

 

 

Showing created tables: students & user: 



 

 

Insert some data into the “students” table and the “users” table: 

 



 

 

Downloading files and setting apache webserver: 

 

URL Manipulation: 

Accessing localhost/cyb/form.php and inserting 501 to view user: 



 

Accessing localhost/cyb/form.php and inserting 502 to view user: 

 

 

Accessing localhost/cyb/form.php and inserting 503 to view user: 



 

Acessing localhost/cyb/form.php and inserting 504 to view user: 

 


