BUSINESS ¢ TECHNOLOGY # HEALTHCARE

. triOS COLLEGE

Course: CYB302

Ethical Hacking
(Canadian Context)

Lab 9: Exploiting Application Vulnerabilities using
ZAP, XSS and URL manipulation.

Coordinator and Instructor:

Muhamma Saleem

Student Name: Olushola Enoch Bayode
Student ID: 23077087

Section: 39 Semester



Activity 1: Using the ZAP Proxy

"M Java(TM) SE Development Kit 17.0.12 (64-bit) - Destination Folder

This will install the Java(TM) SE Development Kit 17.0.12 (64-bit), which requires
420MB on your hard drive. Click the "Change" button to change the installation
folder.

¢ ! Install Java(TM) SE Development Kit 17.0.12 (64-bit) to:
C:\Program Files\Java\jdk-17\

Cancel




"H Java(TM) SE Development Kit 17.0.12 (64-bit) - Progress

Status: Copying new files
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e Q Setup - Zed Attack Proxy by Checkmarx 2.16.1 — O X
Welcome to the Zed Attack Proxy by
Checkmarx Setup Wizard

El
This will install Zed Attack Proxy by Checkmarx on your

computer. The wizard will lead you step by step through
the installation.

Click Next to continue, or Cancel to exit Setup.
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Q Setup - Zed Attack Proxy by Checkmarx 2.16.1 — O X

Completing the Zed Attack Proxy by
Checkmarx Setup Wizard

Setup has finished installing Zed Attack Proxy by
Checkmarx on your computer. The application may be
launched by selecting the installed icons.

Click Finish to exit Setup.



Y W) ZAP by Checkmarx - O

ZAP '

by Checkmarx
2.16.1

ZAP Tips and Tricks:

ZAP has comprehensive help pages accessible via the 'Help / ZAP User
Guide' menu.

The F1 key will also bring up the help pages and take you straight to the
relevant section for the selected tab.

INFO: Migrating schema "PUBLIC" to version "1 - Create tables”

INFO: Migrating schema "PUBLIC" to version "2 - Create storage tables”
INFO: Successfully applied 2 migrations to schema "PUBLIC", now at versi
on v2 (execution time 00:00.016s)
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|StandardMode v | [ B H B g $§ G J2apPozm=E 48 V@D P @ X E
@ Sites = ; 47 Quick Start =p Request
& = = 4= Response = Requester J4 Break o=
(5] Contexts Method v | Header: Text v | Body: Text v | [ (=] () \
=] Default Context — ‘
@ sSites b

POST http://o.pki.goog/wr2 HTTP/1.1
‘ . Host: o.pki.goog ‘
' User-Agent: Mozilla/5.0 (Windows NT 10.9; Win64; x64; rv:137.0) Gecko/
ZAP X
0 By default ZAP will remain on top of all other windows when a breakpoint is hit. :B(')>7$f\! »149mB20EE T); % |
Press 'Cancel' to disable this feature. ‘
This option can changed via Tools/Breakpoints

E History % Search

@ @ ' Fiter OFF @ Export <

ID Sour... Req. Timesta... Meth... Co... Reason R... SizeResp... HighestA.. N... Tags

Alerts [0 [0 U0 [F0 Main Proxy: localhost:8080 Current Status 4% 0 €0 2 0 @0 /0 #0 0 ®0 D0 #H0
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a File Edit View Analyse Report Tools Import Export Online Help  Untitled Session - 20250403-0. — O X
Standard Mode | | | L4 E o HE 2o mE &8 V@ F @ XE
@ Sites o ; 47 Quick Start =¢ Request
@083 %= Response = Requester 3% Break o=
(=] Contexts Method ~ || Header Text v | Body Text v | =] =
=] Default Context =
@ Sites = D

POST http://o.pki.goog/wr2 HTTP/1.1

Host: o.pki.goog

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64; rv:137.8) Gecko/
20100101 Firefox/137.@

Accept: */*

Accent-l ancuase: en-lIS .en:a=A.5

OROPENGLEIO  EE4EEEER EESBOREABUGEM | G#1E{5IEEPEEIyEO> 7$A nidomB20EE 1); X
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B History &, Search  [WaAlerts | Output =

@ @ ' Fiter OFF @ Export <

ID Sour.. Req. Timesta... Meth... URL Co.. Reason R.. Size Resp. ... HighestA . N.. Tags =

Alerts [0 [Mo o [0 Main Proxy localhost:8080 Current Status £ 0 &0 3 0 @0 440 H0 H0 @0 @0 #o0
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G cats - Google Search X | §8} Settings X 4+

C [ONa) https://www.google.com/search?client=firefox-b-d&q=cats@sei=rofuZ _KVF4OBOPEPQejP8QQ

GQ gle cats

Al Images Videos Shopping Shortvideos News Forums More -~

<4 Al Overview

There are multiple matches for cats, including a domestic animal, a musical,
and a 2019 film. «

Cats (the animal)

« The domestic cat (Felis catus) is a small, carnivorous mammal that is commonly kept
asapet. @

» Cats are social animals that are solitary hunters. ¢

= They have retractable claws, sharp teeth, and well-developed night vision and sense

Show more v

W Wikipedia

https ffen wikipedia org > wiki» Cat  §
Cat S

The cat (Felis catus), also referred to as the domestic cat or house cat, is a small
domesticated carnivorous mammal. It is the only domesticated species of ...

Human interaction with cats. List of cat breeds Islam and cats Felis

X & & Q
Tools ~
Cat - Wikipedia

Learn more

The cat (Felis catus), also referred to as the domestic cat or
house cat, is a small domesticated carnivorous mammal. It is...

W Wikipedia

Cats (2019) - IMDb

s | 1VIDb

Cat

Animal 3

O X

g an =




Activity 2: Creating a Cross-Site Scripting Vulnerability

File Edit Selection

RUN AND DEBUG

v VARIABLES >
Hello everyone,

I am planning an upcoming trip to HREF=
"htt m Citi Field to see the Mets take on
Yankees in the

Does anyone have suggestions for transportation? I am staying in Manhat
am only interested in public transportation options.

Thanks!

Mike

v CALL STACK

L index.html « Open in... P MS OUTPUT DEBUG

> LOADED SCRIPTS
v BREAKPOINTS
M Caught Exceptions
B Uncaught E tions
> EVENT LISTENER BREAKPOINTS




- —_— —_— — - s —-— ——

v @ indexhtml x + — O .

< c CG) IO C: /Users/sholl/Desktop/index.html 3 Google Lens ﬁ) @ a

Hello everyone,

T am planning an upcoming trip to Citi Field to see the Mets take on the Yankees in the Subway Series.
Does anyone have suggestions for transportation? I am staying in Manhattan and am only interested in public transportation options.
Thanks!

Mike



o — — —  se—lRE. W HW FJE e
v @) indexhtml x + = 0 X

b & X @ File  C/Users/sholl/Desktop/index.html ¥ 2

| This page says

Cross-site scripting!




File Edit Selection

RUN AND DEBUG

“ VARIABLES
p>Hello everyone,</p
p>I am planning an upcoming trip to <A HREF=
1 ] Citi Field</A> to see the Mets take on
in the Subway Serie p
p>Does anyone have suggestions for transportation? I am staying in Manhat
am only interested in <B>public transportation</B> options.</p
p>Thanks!

ipting! ")

v CALL STACK

L¥indexhtml « Open in... RUNNING ; S OUTPUT  DEBUG CONSOLE

> LOADED SCRIPTS
v BREAKPOINTS
B Caught Exceptions
B Uncaught Exceptions
! > EVENT LISTENER BREAKPOINTS

X ®oAo ®Wo & Ln9, Col48 Spaces;:4 UTF-8 CRLF HIML [)

Did you see the impact of your cross-site scripting attack? Yes.

Activtiy#3: Exploiting Insecure Direct Object Reference (URL Manipulation)




Apache started and running:

Olush - VMware Workstation 17 Player - o x
Player ~ " - '% [D] = 0) & o
olush = [layout] & 03Apr,10:00 &

Edit View Melp

Mysgl started and Runing in kali:

Olush - VMware Workstation 17 Player - o x
Player = " - '% [D] = 0) & o
olush = [layout] & 03Apr,10:00 &

Database created in mysql:




Olush - VMware Workstation 17 Player
Player = " - % [[]]

olush

[layout] € 03Apr,10:00 &

Koli@katis -
Edit View Help
smory: 25%9.6Mm (peak:
cpu:
te

dbd[86 [Not InnoDE log sequence number
adbd[86 3 ® [Not Loading buffe pool(s
: [Note ‘FEEDBACK' is abled.
[Not ‘wsrep-provider’® disable
[Note pool(s compl
[Not Ser = <e ‘eated .
[Note 1

dbd[865 2 X [Note 3 sbin/mariadbd: ready » connec

‘ riabs-1 s 3 mysqld/mysqld, sock”’

riapse “le. E base rver.

dbd[865

md [

Welcome to the MariaDB monitor. Commands end wit

Your MariaDB connection id is 43

Server versio 11.4.3-MariaDB-1 Debian n/a

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Support MariaDB developers by giving a star at https://github.com/MariaDB/server
Type "help;' or '\h' for help. Type '\c' to clear the current input statement.

MariabB [(none)]l> reate database CYB302
Query OK, 1 row affected (0.001 sec)

ariabe [(no

cYB302
information_schema
mys=sql I
performance_schema |
I

Databs I
I
I

rows in set (0.001 sec)

ariape [(none)l> W

User (mohamed') and privilege created:

Olush - VMware Workstation 17 Player

Paer + | 1]~ @ @
olush

=NoN

[layout] € 03Apr,10:00 &

Welcome to the MariaDi wmonitor. Comsands eond wi
Your MariaDi connoction id is A2
Sorver wersion: 11.4.3-MariaDi-1 Debian n/a

Copyright (c) 2000, 2018, Oracle, NMariaDh Corporation Ab and othors

SUPpPert Mariatd develeopeors by giving & Star at Mitps: //githubd . con/Mariabn/sorver
Type help: - W fe heolp Type N o clear the current 1nputl statewsent.

Query OX, 1 row affected (8.0081 sec)

Query oOx,
Query Ox, frfec

Query o= affec (o.0mm

Query Ox, affected (0. 001

Table “student” & “user” created on CYB302 databse:




Olush - VMware Workstation 17 Player - o X
Player " - % [[]]

olush

[layout] € 03Apr,10:00 &
Do B[]

' File Actions Edit View Help

| sys
Tras| + - +
5 rows in set (0.001 sec)

»)]1> CREATE USER ' ‘@'%' IDENTIFIED B8 s Q! ## ' ;GRANT SELEC “.% TO 'm mec X' AL
d'RD'%" REQUIRE NONE MAX_QUERIES_PER_MOUR © MAX_CONNECTIONS_ _PER_MOUR 0 MAX_UPDATES_PER_M

MAX_USER_CONNECTIONS ©;GRANT ALL PRIVILEGES ON “mohamed .« TO 'mohamed'®"
Query OK, © rows affected (0.001 sec)

Query OK, © rows affected (0.001 sec)

Query rows affected (0.001 sec)

Query OK, © rows affected (0.001 sec)

MariabDB [(none))> CREATE TABLE students
> id INT NOT NULL,

firstname VARCHAR(
Lastname VARCHAR(

> contact INT,
> PRIMARY KEY id)

ERROR 1046 (3D000 No databa
lariabB [(none)l> use CYB302;
Database changed
ariaDB [CYB302]> CREATE TABLE students
> id INT NOT NULL,
- fir e VARCHAR(
> las
> contact
» PRIMAR
> );
Query OK, © rows affected (0.006 sec)

MariabDB [CYB30 CREATE TABLE

VARCHARC 255
hint VAR HARC255),
PRIMAR KEY (id)
) ;
Query OK, © rows affected (0.008 sec)

sariaps [cveB302)> B

Showing created tables: students & user:




Olush - VMware Workstation 17 Player - o X

Player = ] ~ % [[]] = L) @& %2 4
olush = [layout] € 03Apr,10:00 &

Actions E View Help

oM, @ vows affected (9.993 sec)
OM, O rows affected (9.003 sec)

OM, O rows affected (9.001 sec)

"

Vo st

Query OM, @ vows aff

rows in set (9.903 sec)

Insert some data into the “students” table and the “users” table:




Olush - VMware Workstation 17 Player - o X
raver = | |1~ & D@ T 4
olush = [layout] € 03Apr,10:00 &

e

&3, Sk d : > .
rowus affected (0. 002 swc)
Duplicates: & Warnings:

Downloading files and setting apache webserver:

Olush - VMware Workstation 17 Player - o x
Player = " - '% [D] = 0) & o
olush = [layout] & 03Apr,10:00 &

Sl o m P Y

kali@balc ~-Downlocads

File Actions Edit View Help

/home/kali/Downloads
~/Dounloads
$1C Network

~/Downloads

hem

Ve

~/Downloads
php form.php /Svar/ws/htal/cyd

~/Downloads

sTArt apache
3 pa

~/Downloads

URL Manipulation:

Accessing localhost/cyb/form.php and inserting 501 to view user:




Olush - VMware Workstation 17 Player - o X

Player v " - I% [[]] = 0 @& o
olush = [layout] € 03Apr,10:00 &

W omP -

File Actions Edit View Help
“« C O D locathost
~/Downloads
restart apache? KatlLinux o KaliTools « Ka N Kali Forums & Kali NetHunter Exploit-DB Google Hack

~/Downloads

id first_name last_ name Cell
501 Manmeet Singh 124052

~/Downloads

Accessing localhost/cyb/form.php and inserting 502 to view user:

Olush - VMware Workstation 17 Player - o X
Player " - % [[]] = ) (;\ [
olush = [layout] € 03Apr,10:00 &

VB emPk»

=) Kali Linux < localhost/cyb/doit.php?id=
File Actions Edit View Help
« C @ D localhost
~/Downloads
restart apache2 KaliLinux X KaliTools = KallDocs N Kall Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

~/Download
a

id first_name last_name Cell
502 Helly Patel 335250

~/Downloads

Accessing localhost/cyb/form.php and inserting 503 to view user:




Olush - VMware Workstation 17 Player - o X
Player = " - % [[]] == ) (;\ oy
[layout] € 03Apr,10:00 &

olush

Kali Linux & Kali T

id first_name last name Cell
% S03 Shakir Baqiva 203190

=/ Downloads

Acessing localhost/cyb/form.php and inserting 504 to view user:

Olush - VMware Workstation 17 Player - o x
Player ~ " - 'Eé [D] = L) & % o
olush = [layout] € 03Apr,10:00 &

soogle Hatking

Mo reconds matching your query were found

=/ Dosn leads




