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Course: CYB302

Ethical Hacking
(Canadian Context)

Lab 3: Information Gathering
 

Coordinator and Instructor:

Muhamma Saleem


Student Name:           Olushola Enoch Bayode
Student ID: 		23077087
Section:			3rd Semester


Activity 1:
Manual OSINT Gathering
Identify a domain belonging to a company or organization that you are familiar with. You can
use www.afrinic.net for this activity. use the Dig command to review information about the
domain and record your results as required.
 In your Kali Linux VM, Open up a terminal and type in the following command:
o dig a www.afrinic.net.
In the above command, the dig tool is looking for the A resource record for the web
server named www, in the afrinic second-level domain, in the .net TLD.
a) What is the IP address returned in the Answer Section in response of the command
you typed above? Answer = 192.168.229.2
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Now query with the +dnssec switch. The response includes the A
resource record as before, but now there is a resource record signature
(RRSIG) resource record as well. The RRSIG resource record is a hash of all
the A resource records of www.afrinic.net that are returned, encrypted with the
private key of afrinic.net. In this case, there is only one A resource record, but if
there were more, they all would be hashed together. Type the following command:
o dig +dnssec a www.afrinic.net.
b) Do you notice the hash in the Answer section? To answer this question, Take the
screenshot of the complete output received after the above-mentioned command is
executed
[image: A screenshot of a computer screen
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To decrypt this encrypted hash, the RIT DNS server would request the
public key of afrinic.net at this point, on behalf of a DNS client. To do that
manually, enter the following command:
o dig +dnssec dnskey afrinic.net.
 d) Check the output of above-mentioned command and determine how many DS
records were return in the answer section. To answer this question, Take the
screenshot of the complete output received after the above-mentioned command is
executed and place the screenshot as answer of this question.
 Now the RIT DNS server would request that the .net zone send its DNSKEY resource records.
To do that manually, enter the following command:
o dig +dnssec dnskey net.
Check the output of above-mentioned command and determine the following:
e) How many ZSKs are send by .net? Answer = 257
f) How many KSKs are send by .net? Answer = 257

To do that, enter the following command:
o dig +trace www.afrinic.net.
g) What is the output of the above-mentioned command? Take the screenshot of the
complete output received after the above-mentioned command is executed and
place it under answer of this question
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Now try an external zone transfer. The @ symbol means we are going to ask the serverfol lowing the symbol the query. In this case, we are going to ask one of the authoritative DNS
servers for the afrinic.net zone for an AXFR of the entire zone. Enter the following command:
o dig axfr @ns1.afrinic.net afrinic.net.
 Of course, afrinic.net has allowed only authorized internal zone transfers from its DNS
servers, so you will see the message “Transfer failed,
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Activity 2: WHOIS tool
 Use the appropriate WHOIS engine to look up the domain and identify contacts and other
interesting information. Type the following command in terminal at Kali Linux:
o whois 104.19.177.99 (Take the screen shot)
h) What is the organization name? Answer = Cloudflare inc
i) What is the organization address along with city, country, state/province and postal
code? 
Answer = Address:        101 Townsend Street
City:           San Francisco
StateProv:      CA
PostalCode:     94107
Country:        US
j) What is organiz on’s phone and email address? Answer = abuse@cloudflare.com
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Activity 3: Traceroute tool
 Perform a traceroute for the domain. Record your findings and any interesting data about the route.
Hint: If traceroute is not installed then first type these commands:
 sudo apt update
 sudo apt install traceroute
 Type the following command in terminal at Kali Linux:
o sudo traceroute -I www.cira.ca[image: A screenshot of a computer
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NOTE: The -I option instructs traceroute to use ICMP ECHO packets, which are blocked less frequently, and can usually give you faster results.
Based on traceroute output:
k) identify that who is the company’s ISP? Dyn.295.ca
l) What is the geographic location of the company? Canada
Activity 4: theHarvester tool
 Kali users only—use theHarvester to gather search engine information, including emails for
the domain.
o theHarvester -d microsoft.com -b google
m) Take the screen shot and explain what information is publicly exposed?
NOTE: -d: Domain to search or company name.
-b: Data source: baidu, bing, bingapi, dogpile, google, googleCSE, googleplus,
google-profiles, linkedin, pgp, twitter, vhost, yahoo, al
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Activity 5: Exploring Shodan
In this lab, you will use the Shodan and Censyssys search engines to gather information about an organization. Pick an organization that you are familiar with for this exercise.
 Visit www.shodan.io and search for the main domain for the organization you have selected.
You may use facebook.com for this activity.
a) Review the results and identify how many unique results you have.
b) Record the URL or IP address for one or more interesting hosts. If you do not find anything
interesting, select another domain to test.
 Using the URLs or IP addresses that you identified, visit censys.io and search for them.
c) Identify what differences you see between the two search engines. How would this influence
your use of each?
Shodan finds exposed servers, ports, and vulnerabilities. 
Censys searches for in-depth SSL/TLS certificate and domain analysis.
 How could the information be useful as part of an OSINT gathering
exercise?
Answers: Used to reveal open ports and subdomains.
d) Return to Shodan and click Explore. Select one of the top voted or featured categories, and explore systems listed there. What types of issues can you identify from these listings?
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;i SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
i WHEN: Wed Mar 12 @ 9 COT 2025
i MSG SIZE rcvd: 60

[;(olushola® olush)-[~]
$ dig +dnssec a wwi.afrinic.net

i <<>> DiG 9.20.4-4-Debian <<>> +dnssec a wmi.afrinic.net
;i global options: +cnd

Got answer:
—»HEADER«— opcod
;i flags: gr rd ra ad; QUERY: 1

QUERY, status: NOERROR, id: 7952
ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
i EDNS: version: 0, flags:; MBZ: 0x0005, udp: 1232
3 QUESTION SECTIO
jwi . afrinic.net. ™ A

;i ANSWER SECTION:
war.afrinic.net. 5 ™ A 196.216.3.4

wai.afrinic.net. 5 ™ RRSIG A 8 3 60 20250409234636 20250311075248 54493 afrinic.net. EZXpBXXGZO
ZHTLC9eMGN13TGSUMDPbF2vImQt f1BTe70uMLr/trcY4qs CVWDVNB/alz3xxT/TBzsLeu0iEXbdUNSYIMLxp4bgsk17ZzrfIbldeTG usnd3zks+x63iR
TUVATTYpFeN9/Lo2evlVu6l+vekQaT90B6VTRQYEChhY XxY=

Query time: 16 msec
SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
i WHEN: Wed Mar 12 08:01:40 CDT 2025

i MSG SIZE rcvd: 231

[;(olushola® olush)-[~]
$ dig +dnssec dnskey wwi.afrinic.net

i <<>> Di6 9.20.4-4-Debian <<>> +dnssec dnskey wwi.afrinic.net
;i global options: +cnd

;i Got answer:

i —»HEADER«— opcod
;i flags: gr rd ra ad; QUERY:

QUERY, status: NOERROR, id: 31807
, ANSWER: 0, AUTHORITY: 3, ADDITIONAL: @

3 QUESTION SECTTO]

juw.afrinic.net. w DNSKEY
5 AUTHORITY SECTION:

afrinic.net. 5 w S0A nsl.afrinic.net. dns-admin.afrinic.net. 2025031213 14400 3600 362880
00 3600

afrinic.net. 5 w RRSIG  SOA 8 2 3600 20250411120505 2025031212007 54493 afrinic.net. YFOLLX

7vXeRakAX0971zcaKe+170dMNGQUL1yOM270/00r F7vMO6ZAf XxFGBQHXXbYG7gnTV3qTazDkbOlvGICySMIVFzA0aQIg0na6MsilIayij QegiRRrx
7Y810P20UJedc0qU7kigd15// Oy INHWYbW96 JELRDNIPLSKF j15=

is9sfahg2ctkinmeultsbgte2tcvess. afrinic.net. 5 IN NSEC3 1 0 100 735741ECD7E3DDC932828D212682 ITTS72STHBRATNIONLPQFQ
TOFUINGOTN A AABA RRSTG

Query time: 56 msec
SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
i WHEN: Wed Mar 12 08:07:23 CDT 2025

i MSG SIZE rcvd: 347

(olushola® olush)-[~]
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Y047T0s2XxVNN6a92jagrj1Yth3glRslawnkdr DOyFrNQXzQNSSudBAV6Yp1QZy6ZNAb2FOPWEXpInSeInJabQtvkjaluT jZ6D8D2srteksDiexivu
QE+RKZMYYT/09Vf0z0r JtighFEEKELSWNYTL t3FfyyXpuaUTHIYrkBMWX4K3uYBbQ400 MACZXbOMzdqISbliCkKekrT xt0PSg=
;i Received 525 bytes from 192.168.229.2#53(192.168.229.2) in 4 ms

;i UDP setup with 2001:dc3::35#53(2001:dc3::35) for ww.afrinic.net failed: network unreachable.

no servers could be
UDP setup with 2001:
no servers could be

3i UDP setup with 2001:

reached
dc3
reached

dc3::35#53(2001:

5#53(2001:

dc3::35) for waw.afrinic.net failed: network unreachable.

dc3::35) for waw.afrinic.net failed:

network unreachable.

net. 172800 IN NS j.gtld-servers.net.

net. 172800 IN Ns c.gtld-servers.net.

net. 172800 IN Ns e.gtld-servers.net.

net. 172800 IN Ns b.gtld-servers.net.

net. 172800 IN Ns f.gtld-servers.net.

net. 172800 IN Ns k.gtld-servers.net.

net. 172800 IN Ns i.gtld-servers.net.

net. 172800 IN Ns g.gtld-servers.net.

net. 172800 IN Ns a.gtld-servers.net.

net. 172800 IN Ns d.gtld-servers.net.

net. 172800 IN Ns 1.gtld-servers.net.

net. 172800 IN Ns m.gtld-servers.net.

net. 172800 IN NS h.gtld-servers.net.

net. 86400 1IN 05 37331 13 2 2FOBEC2D6F79DFBDIDOSFD21A3AFI2D0E3IALBIEF1E3FA111FFF2824
90DA4538

net. 86400 1IN RRSIG DS 8 1 86400 20250325050000 20250312040000 26470 . amRoA1hIbG3TQpZ+F

qgvqdhzWSyva6PzUyUrOEqap19RyXznJFSFHCPE VDFWFGiXt2ntcGRV7GS3PRehp3ca6lrVKLREtoVLI4XCE0P2302umoHY jkoHnWI4Z7eIZdqUbIQ
8DVGQOKbOY/pk9ugTrliayNub2JahX1PhhebE XCFPEAFNLhvK3b1cOur1Be7gfKzFYNSC27v9651kxcAEDOXVSZVONKY6 nZ4IT8KnMzIcK/esHZ1W2
TRDEC61Zf0fvSBO/xnoXMZgUsB/aA2D97MT_x4d JwTXdy9ELUSSyhm/eBOGUVUDaNGsesHAVPKI48dhLCupdc3FTX+pk 521380=

;i Received 1178 bytes from 202.12.27.33#53(m.root-servers.net) in 60 ms

;i UDP setup with 2001:500:856e :: 30%53(2001:500:856e ::30) for ww.afrinic.net failed: network unreachable.

afrinic.net. 172800 IN Ns nsl.afrinic.net
afrinic.net. 172800 IN Ns nsi.apnic.net

afrinic.net. 172800 IN Ns ns3.afrinic.net

afrinic.net. 172800 IN Ns ns2.afrinic.net

afrinic.net. 172800 IN Ns afrinic.authdns. ripe.net

afrinic.net. 172800 IN Ns rirns.arin.net

afrinic.net. 86400 IN 05 26750 8 2 3C56BSBB044BAIF535A274D7A3DIEADIF2EADOAAOASG2EI7ASBI60D3 A
75E38EC

afrinic.net. 86400 TN RRSIG DS 13 2 86400 20250317030310 20250310015310 10024 net. BAle7dmyfs+gl

m55+M78Q28QVqt215CTky+n0IUynMOS6RNOMHUF4KG HyZKUFX8/GIrt9jUl fsk+eyBus2zTA=
;i Received 593 bytes from 192.31.80.30#53(d.gtld-servers.net) in 28 ms

wa.afrinic.net. 60 ™ A 196.216.3.4

wai.afrinic.net. 60 ™ RRSIG A 8 3 60 20250409234636 20250311075248 54493 afrinic.net. EZXpBXXGZO
ZHTLC9eMGN13TGSUMDPbF2vmQt f1BTe70uMLr/trcY4qs CVWDVNB/alz3xxT/TBzsLeu0iEXbdUNSYIMLxp4bgsk17ZzrfIbldeTG usnd3zksx63iR
TLVATTYpFeN9/Lo2evlVu61+vekQ4T90B6VTRQYtChhY xxY=

;i Received 259 bytes from 202.12.31.53%53(ns4.apnic.net) in 20 ms

(olushola® olush)-[~]
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38 axfr ansil.afrinic.net afrinic.net
> DiG 9.20.4-4-Debian <<
s found)
options: +cmd

Transfer failed.

>> axfr ansl.afrinic.net afrinic.net
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traceroute to wwi.cira.ca (172.67.30.27), 30 hops max, 60 byte packets
1 192.168.229.2 (192.168.229.2) 0.753 ms 17.931 ms x

host-23-91-170-25.dyn.295.ca (23.91.170.25) 4.615 ms * *
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108.162.239.18 (108.162.239.18) 9.648 ms * *

172.67.30.27 (172.67.30.27) 9.449 ms * *
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O ¢ & 084 |ac
(x
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ester - microsoft.com - goggle
(Message from Kali developers)

(olushola® olush)-[:
Cs thena

7.908 ms

The command theharvester is deprecated. Please use theHarvester instead

[ (olushola® olush)-[~]
$ theHarvester —o microsoft.com b goggle

Created default proxies.yaml at /home/olushola/.theHarvester/proxies.yam

theHarvester 4.6.0
Coded by Christian Martorella
Edge-Security Research

cnartorellagedge-security.com

[!] Tnvalid source.

[ (olushola® olush)-(~]
$ thedarvester -0 microsoft.com -b goggle
Read proxies.yaml from /home/olushola/.theHarvester/proxies.yam

(]
1T
(R

theHarvester 4.6.0
Coded by Christian Martorella
Edge-Security Research

cnartorellagedge-security.com

[!] Tnvalid source.

(olushola® olush)-[~]
Len

7.879 ms




image10.png
B EmP o 25 W

B % facebook.com - Shodan

« 2> C @

O & https://www.shodan.io/s

+

rch?quer

‘_J__L .o ¥ A 05385 | & cC
v (<]

® © &8 =

ebook.com B %

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter s Exploit-DB « Google Hacking DB ¢} OffSec

# SHoDAN

United States

Germany.

India

Explore

10,626

3,856

1773

United Kingdom 1,394

Ireland

More...

8080

8888

More...

TOP ORGANIZATIC

Amazon Techn..

Amazon.com, I.

1,136

21344

5979

381

268

52

.. 3,388

.. 3327

Pricing &

facebook.com

&% View Report I View on Map Q Advanced S

ch

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check

out CVEDE
Error [/
g & SsL
" Certificate
o
ssued By

Meta Platforms oigicert snAz

Ireland Limited High

o Assurance

Canada, Toronto serverca
oigicertine
Issued To:

~facebook.com

Meta plattorms,

Support
TLsvL2,
TLsvLa

Amazon
Technologies Inc. rganiza

E= unites I —

HTTP/1.1 400 Bad Request

Encoding
svate, no
000 60:00:00 GHT

default-sr 'self’

no-store, must-revalidate

HTTP/1.1 200 0K
Date: Wed, 12 Mar 2025 13:45:21 GHT

Server: Apache

Strict-Transport-Security: max-age=63072000; inclu
Set-Cookie: PHPSESSID=brp2uén2g6aj fch3eejSdiilii,

ires: Thu, 19

1 08:52:00 GUT
Cache-Control: private, proxy-revalidate, s-max




image11.png
%7, Olush - VMware Workstation 17 Player - x

Plaver + || -~ & O (5] =
‘=P

* facebook.com - S

> @ 0 censysio

KaliLinux 8 Kali To a N Kali Forums X Kali NetHunter  Ex

@) QHosts v | & | 35168.96.234 x 2 Reg"s‘er
Login

O Summary D History & WHOIS

ore % Raw Data~

Basic Information
Reverse DNS ec2-35-168-96-234.compute-1.amazonaws.com

Forward DNS h-epartsintemational.com, www.h-epartsintemational.com, h-eparts.com,
2c80319-0325-4acc-a3dd-31a918e4dbf5 random.heparts.net, h-eparts.ca,

Routing 35.168.0.0/13 via AMAZON-AES, US (AS14618)
Services (2) 80/HTTP, 443/HTTP

HTTP 80/TCP 031212025 08:21 UTC
soaae

IEW Apache HTTPD (7
Details
http://35.168.96.234/
Status 301 Moved Permanently
Redirect Location https://www.h-eparts.com/
Body Hash sha1:b1f39516c50d95e6dfceacd75034d31052ede6ed
HTMLTitle 301 Hoved Permanently

Response Body

ND

HTTP 443/TCP 0312/2025 0710 UTC
sarare

W Apache HTTPD (7

Details




image12.png
O «¢ A 09%6|a C

LD SRR Yoy b

© | * facebook.com-Shodan® X (@ 35.168.96.234 - HostSur X + v [x

i

acebook.com B % ® © &8 =

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter « Exploit-DB « Google Hacking DB ¢} OffSec

€« > C @ O 8 https://www.shodan.io/search?quer

¥ s Cache-Controt: private, no-store, nust-revalidate
-, R— vam Expires 1 3an 2000 00:00:00 GHT
Veta Platorms Digicer sz ntent_security-policy: default-src ‘self' blob:;script-src n
irsland Limiea vigh
United States 10,626 ] gt
Canada, Toronto serverc
Germany 3,856
India . oigicernc
ssued T

United Kingdom 1,394

SzET 2D +facebook.com
More... -
B
a3 21304 e
80 5,979 TLSv12,
nSa3
84aa3 381
8080 268 § )
H-E Parts International | Industrial &amp; Mining Fleet Pa..
ssss 52 SESEZE O SsL HITR/1.1 200 0K
h-epar o Certificate Date: d, 12 Mar 2025 13:45:21 GMT
More. .
: ssued By Server: Apache
TOP ORGAN S Set-Cookies PHPSESSID-brp2uEn2g6a) feh3ee Sdiilis; §
masonaus com Thu, 19 Nov 1981 68:52:60 GHT
Amazon Techn... 3,388 o e
Technologies Inc. drganizat . E - - o
Amazon.com, ... 3,327 5 e Lets Enery
Swes. st
Cloudflare, Inc. 1,154 CEEE TR
Amazon Data §...1,145 e
e
Hetzner Online G... 990 _—_ N
oo doud e
TSz
nsa3
nginx 10458

e - Hait Z 202
e £ Venige enektpoHeH marazu - Haii fo6puTe Lexn [

84.247.187.97 A ssL HTTP/1.1 200 0K
Microsoft IS hitpd 665 MG ot Crtifcate Server
—— ssued By Date 12 War 2025 13:39:19 GuT
‘AkamaiGHost 85 8 Content-Type: t/html; chi
e vam Conten
CloudFront httpd 84 Concba Gnb e, o

ermany, Dissseldort 22"

More..




image13.png
B | *% Explore x

« = C @ O B https

> Shodan Platform running - usa;
get: Internet

25
24 million

.--nmvw 23 4 | ELm

% Shodan 2000 x

2000.shodan.io/+

ENABLE MUSIC

by @ ® 2098 |a c

@ 351 cpuusage:36.3% X+

w

v c
©® @ 4

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter « Exploit-DB « Google Hacking DB ¢} OffSec

09:18:44

45.33.1.85

Port: 8333

Hostname: 45-33-1-

85.1p. linodeusercontent. com
Organization: Linode
Country: United States
City: Richardson

Tags: [ "cryptocurrency”,
“cloud" ]

[shodaneinternet ~]

Bitcoin
User-Agent: /Satoshi:27.0.6/
Version: 76016

Lastblock: 885654





image14.png
B || % Explore X @ 3516896.234-HostSun X + v

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter « Exploit-DB « Google Hacking DB ¢} OffSec
m 7

o Dev Mor

L
Industrial Control Network
systoms intrstructure Vo Games
// RESEARCH // BROWSE SEARCH DIRECTORY
Q
@ Shodan 2000 EBEE
Websites that advertise job.
Explore the Internet in style 7]
using an € f © Popular Tags
Ethereum Miners
What s the search remnng e
directory? cryptocurrency  ethereum
Shod s
their search queries with
® the community by saving Apple AirPlay Receiv...
Internet Observatory them to the search Apple TVs, Hom N

directory. Shodan doesn
therwise st

h que

How
Internet is your country?

posed to the

you

What is the
ty? g
level view of the Internet

queries in the search
vuln,

directory were ¢

BERPo- [ 23« [ @R Cabiul. D0 2 0us|a e

« > C @ O A https://www.shodan.iofexplore B % 9 @ O

‘ SHODAN  Explore  Pricing & - -

Explore

// CATEGORIES




image15.png
WEEpor-| 3 [0 K R TIRL IR R
B % Shodan 2000 X % 21316646183 X+ ~ [x
« > C @ O B httpsi//betashodan.io/host/213.166.46.183 B % 9 © & =

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter « Exploit-DB « Google Hacking DB ¢} OffSec

Imag M Dev
o

BN

R 7]

Explore Pricing &

Garpich: «

213.166.46.183

#/ TAGS: [yen // LAST SEEN: 2025-03-12
@ General Information 55, Open Ports
16646183 gt . .
Domains PTLU
// 500 / UDP
Country Luxembourg
VP (1K
Luxembourg
n Entreprise des P&T
Sp POST Luxembourg Flags
Encryption

AS6661 Authentic
Message ID:
Length: 4

// 5900 / TCP

VNC

RFS
Auth

2050435528 | 2





image16.png
v i 5
BEaPo- 23+ |[@F iR L LL,DO® 8 o0x|ac
B % Shodan 2000 X % 21316646183 x|+ ~ [x
<« =2 C @ O B8 htps: a.shodan.io/host/213.166.46.183 B % ® 0

KaliLinux # KaliTools « KaliDocs 3 Kali Forums e Kali NetHunter « Exploit-DB * Google Hacking DB ) OffSec
Message ID: 00000060
Lengtn: 40

// 5900 / TCP 20560435528 | 2025-03-12T12:21:24.343176

n disabled

Geometry: 480x272

// PRODUCTS // PRICING // CONTACT US

Beyo





image1.png
triOS COLLEGE

BUSINESS # TECHNOLOGY & HEALTHCARE




image2.png
BEaPor]- ' 23« [0

olushola@olush: ~

File Actions Edit View Help

[ (elushola® otush)-[~]
$ ping afrinic.net
PING afrinic.net (196.216.3.4) 56(84) bytes of data

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=1 tt1=128 time=521 ms
64 bytes from 1b.iso.afrinic.net (196.216.3.4): icmp_seq=2 ttl-128 time=260 ms
64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=3

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=4

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=5

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=6

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=7

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=8

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=9

64 bytes from 1b.iso.afrinic.net (196.216.3.4): icmp_seq=10 ttl-128 time=:

64 bytes from lb.iso.afrinic.net (196.216.3.4): icmp_seq=11 ttl-128 time

64 bytes from 1b.iso.afrinic.net (196.216.3.4): icmp_seq=12 ttl-128 time=264 ms

“c

— afrinic.net ping statistics —

12 packets transmitted, 12 received, 0% packet loss, time 11013ms
rtt min/ave/max/mdev = 260.175/312.126/520.525/70.155 ms

dig a wa.afrinic.net

’:(nlushﬂ:@ olush)-[

i <<>> DiG 9.20.4-4-Debian <<>> a wmi.afrinic.net
global options: +cnd

Got answe:
—»HEADER«— opcod
;i flags: gr rd ra ad; QUER

QUERY, status: NOERROR, id: 28308
1

ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
EDNS: version: 0, flags:; MBZ:
QUESTION SECTTO]
juw.afrinic.net. w A

0x0005, udp: 1232

;i ANSWER SECTION:
i afrinic.net. 5 ™ A 196.216.3.4

Query time: 56 msec
SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
WHEN: Wed Mar 12 07:56:20 CDT 2025

i MSG SIZE rcvd: 60

(olushola® olush)-[~]
Y |
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;i ANSWER SECTION:
i afrinic.net. 5 ™ A 196.216.3.4
Query time:
SERVER #53(192.168.229.2) (UDP)

WHEN: Wed Mar 12 0
i MSG SIZE rcvd: 60

20 COT 2025

E(nlushnhs olush)-[~]
dig wm.afrinic.net

i <<>> DIG 9.20.4-4-Debian <<>> wmw.afrinic.net

;i global options: +cnd

Got answer:

;i —»HEADER«— opcode: QUERY, status: NOERROR, id: 11049

;i flags: gr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
i EDNS: version: 0, flag:
3 QUESTION SECTIO
jwi . afrinic.net. ™ A

MBZ: 0x0005, udp: 1232

;i ANSWER SECTION:
i afrinic.net. 5 ™ A 196.216.3.4

;i Query time: 287 msec
;i SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
;i WHEN: Wed Mar 12 07:50:09 CDT 2025

i MSG SIZE rcvd: 60

(olushola® olush)-
Cs "

dig +dnssec a wwi.afrinic.net

i <<>> DIG 9.20.4-4-Debian <<>> +dnssec @ wwi.afrinic.net

;i global options: +cnd

Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 7952

;i flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;i OPT PSEUDOSECTION:
i EDNS: version: o, flags:; MBZ: 0x0005, udp: 1232
3 QUESTION SECTIO
jwi . afrinic.net. ™ A

;i ANSWER SECTION:
war.afrinic.net. 5 ™ A 196.216.3.4

wai.afrinic.net. 5 ™ RRSIG A 8 3 60 20250409234636 20250311075248 54493 afrinic.net. EZXpBXXGZO
ZHTLC9eMGN13TGSUMDPbF2vImQt f1BTe70uMLr/trcY4qs CVWDVNB/alz3xxT/TBzsLeu0iEXbdUNSYIMLxp4bgsk17ZzrfIbldeTG usnd3zks+x63iR
TUVATTYpFeN9/Lo2evlVu6l+vekQaT90B6VTRQYEChhY XxY=

;i Query time: 16 msec
;i SERVER: 192.168.229.2#53(192.168.229.2) (UDP)
;i WHEN: Wed Mar 12 08:01:40 CDT 2025

i MSG SIZE rcvd: 231

E(nushnh ® olush)-[~]
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[;(olushola® olush)-[~]
dig +dnssec +trace ww.afrinic.net

i <<>> Di6 9.20.4-4-Debian <<>> +dnssec +trace wwi.afrinic.net
;i global options: +cnd

5 w NS a.root-servers.net.
5 w NS b.root-servers.net.
5 w NS c.root-servers.net.
5 w NS d.root-servers.net.
5 w NS e.root-servers.net.
5 w NS .root-servers.net.
5 w NS g.root-servers.net.
5 w NS h.root-servers.net.
5 w NS i.root-servers.net.
5 w NS j.root-servers.net.
5 w NS k.root-servers.net.
5 w NS 1.root-servers.net.
5 w NS m.root-servers.net.
5 bt RRSIG NS 8 0 518400 20250325050000 2025031204000 26470 . F/7/Z0qURXj30uew

6LuDyeCI5¢/15xnaP/2qx91.CPINXXDUT76gA3e Jou MLVZVXAVyOMXDINGS FOXCE0eh J62ZWGH) xBoOkZEWQyV2R21aURGAN FNCDO4YC0Q9Gd3p9z
Y047T052xxVNN6a92agrilYth3qlRslawnkdr D9yFrNQXzQNSSudBAV6Yp1QZy6ZNab2FOPWEXpInSeInJabQtvkjaluT jZ6D8D2srteksDieXuvu
QE+RKZMYYT/09Vf0z0r It ighFEEKELSWNYTL t3FFyyXpuaUTHIYrKBMWX4K3wYBDQ400TMACZXbOMzdqISblLCkKekrT xt0PSg=

;i Received 525 bytes from 192.168.229.2#53(192.168.229.2) in 4 ms

;i UDP setup with 2001:dc3::35#53(2001:dc3::35) for wwi.afrinic.net failed: network unreachable
i no servers could be reached
UDP setup with 2001:dc3::35#53(2001:dc3::35) for wm.afrinic.net failed: network unreachable
no servers could be reached

i UDP setup with 2001:dc3::35#53(2001:dc3::35) for wwi.afrinic.net failed: network unreachable

net. 172800 IN NS j.gtld-servers.net.
net. 172800 IN Ns c.gtld-servers.net.

net. 172800 IN Ns e.gtld-servers.net.

net. 172800 IN Ns b.gtld-servers.net.

net. 172800 IN Ns f.gtld-servers.net.

net. 172800 IN Ns k.gtld-servers.net.

net. 172800 IN Ns i.gtld-servers.net.

net. 172800 IN Ns g.gtld-servers.net.

net. 172800 IN Ns a.gtld-servers.net.

net. 172800 IN Ns d.gtld-servers.net.

net. 172800 IN Ns 1.gtld-servers.net.

net. 172800 IN Ns m.gtld-servers.net.

net. 172800 IN NS h.gtld-servers.net.

net. 86400 1IN 05 37331 13 2 2FOBEC2D6F79DFBDIDOSFD21A3AFI2D0E3IALBIEF1E3FA111FFF2824
90DA4538

net. 86400 1IN RRSIG DS 8 1 86400 20250325050000 20250312040000 26470 . amRoA1hIbG3TQpZ+F

qgvqdhzWSyva6PzUyUrOEqap19RyXznJFSFHCPE VDFWFGiXt2ntcGRV7GS3PRehp3ca6lrVKLREtoVLI4XCE0P2302umoHY jkoHnWI4Z7eIZdqUbIQ
8DVGQOKbOY/pk9ugTrlikyNub2JahX1PhhebE XCFPEAFNLhvK3b1cOurlBe7gfKzFYNSC27v9651kxcAEDOXVSZVOWKY6 nZ4IT8KnMzICK/esHZ1W2
TRDEC61Zf0fvSBO/xnoXMZgUsB/aA2D97MT_x4d JwTXdy9ELUSSyhm/eBOGUVUDaNGsesHAVPKI48dhLCupdc3FTX+pk 521380=

;i Received 1178 bytes from 202.12.27.33#53(m.root-servers.net) in 60 ms

;i UDP setup with 2001:500:856

30#53(2001:500:856e ::30) for wwi.afrinic.net failed: network unreachable.

afrinic.net. 172800 IN NS nsl.afrinic.net.
afrinic.net. 172800 IN NS nsé.apnic.net.

afrinic.net. 172800 IN NS ns3.afrinic.net.

afrinic.net. 172800 IN NS ns2.afrinic.net.

afrinic.net. 172800 IN NS afrinic.authdns.ripe.net.

afrinic.net. 172800 IN NS rirns.arin.net.

afrinic.net. 86400 IN DS 26750 8 2 3CS6BSBS0LASAIF5ISA274D7A3DIEADLF2EADDAAOASG2ELTASBIEID3 A
7SE38EC

afrinic.net. 86400 TN RRSIG DS 13 2 86400 20250317030310 20250310015310 10024 net. BAle7dmyfs+gl





