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Activity 1: Build a malicious USB stick using SET (VirtualBox)



] Shell No. 1
File Actions Edit View Help

1) Windows Shell Reverse_TCP Spawn a command shell on victim
and send back to attacker

2) Windows Reverse_TCP Meterpreter Spawn a meterpreter shell on vi
ctim and send back to attacker

3) Windows Reverse_TCP VNC DLL Spawn a VNC server on victim an
d send back to attacker

4) Windows Shell Reverse TCP X64 Windows X64 Command Shell, Reve
rse TCP Inline

5) Windows Meterpreter Reverse TCP X64 Connect back to the attacker (W
indows x64), Meterpreter

6) Windows Meterpreter Egress Buster Spawn a Meterpreter shell and f
ind a port home via multiple ports

7) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP
using SSL and use Meterpreter

8) Windows Meterpreter Reverse DNS Use a hostname instead of an IP

N address and use Reverse Meterpreter
\\\///" 9) Download/Run your Own Executable Downloads an executable and run
- \ s it

_ N i >2
\ \ . > IP address for the payload listener (LHOST): 10.0.2.15
‘} | \\ . > Enter the PORT for the reverse listener: 9080

‘ \ [#] Generating the payload.. please be patient.
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Activity 2: Using BeEF
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a) Using Firefox to gather informations such ass:

Host Ip address, Operating System identification, Browser details, Network Map



b) Beef commands info gathering and exploitation: Geolocation, Steal cookies,
Clipboard Theft, Keylogger, OS detection etc.
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Activity 3: Phishing Test
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< C [J % greathorn.com/to-catch-a-phish/ i @ A D2 O06E %9

DashboardLogin [} W

GreatHorn Product ~ Solutions ~ Resources v Partners v

Company v Start Free Trial

% GreatHorn

How Well Can You Catch a Phish?

Take this interactive quiz to test your skills at catching phish. You'll have the opportunity to
view 10 emails. Just select "yes" or "no" to get your instant results!

)

Hi . Can I help answer a question?

0
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Thanks for taking the challenge!

Score: 70%

7/10 points

How Well Can You Catch a Phish?

Page 2/12
y
From: “Amazon.com” <grder-update®amazon.com>
Date: April 18, 2022 at 5:59:01 PM MST
Yo: fmecquire @gmail.com
Subject: Unable to cancel items from your order
Your Orders  Your Account  Amazon.com e‘ @
amazon
Cancellation Failed Hi 4 Can | help answer a question
Order #111-8347343.2348471
Hello Felicia,
Unfortunately, we weren't able to cancel the items you requested and these items will soon be shipped. We
apologize for the inconvenience .
o ] - ~ . HEX ENG 405 PM
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SONICWALL PHISHING QUIZ

Over 90% of today’s data breaches start with a
phishing attack. Can you spot when you're being
phished?

CONNECT

Test your ability to identify fraudulent emails and see how susceptible you

really are to social engineering and phishing scams.

The SonicWall Phishing Quiz uses real examples from some of the most
common phishing email attacks. Take the test and reveal your Phishing IQ
today.

TAKE THE QuIZ
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Channe/Partner
New Webcast: ﬁ Monday, July 26th
Why You Should Adfd Disaster (© Monday, July 26th
Recovery as a Service to Your =
Portfolio > When you register, you are also signed up for
a chance at a $100 Amazon gift card!*
CONNECT
in]
Hi olushola,
v
The clock starts ticking the minute a critical business system goes down. As lost revenue
piles up and productivity drops, resuming normal operations becomes paramount. The f

fastest way to recover is to relocate the workload to another server, often at a secondary
location. But for most busii ther

, server space and additional
Human Resources are far too costly to make this a viable option.

So, in the face of potentially devastating outages, many IT departments simply live with the
risk or settle for less expensive backup options for critical workloads.

Join this webinar to learn why you should add disaster recovery as a service to your
portfolio.

Sponsored by Carbonite

“One gift card will be awarded based on a random drawing from among all valid entries. All
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GOOD JOB, OLUSHOLA!

10/10

Email Me My Results

You
answered

@ a i @ w

sonicwall.com/phishing-ig-testthank-you

Check your inbox for your email with your specific
SonicWall Phishing Quiz results.
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Question Summary:

7
° Answered Correctly

1. You've Received A
Pricing Inquiry!
‘You Said: Phishing

LEARN WHY

(° Answered Correctly

2. Failed DHL Delivery
You Said: Phishing

/2
Answered Correctly

3. It's Time To Update
Your Office 365
Password

You Said: Phishing

LEARN WHY

y
° Answered Correctly

4, Confirm Your
Account With Doodle

You Sald: Legitimate

A Webcast!
You Said: Legitimate

ro Answered Correctly

5. You're Invited To Join

EXl -

CONNECT

LEARN WHY

LEARN WHY

You Said: Legitimate

You Said: Legitimate

LEARN WHY

L J
f° Answered Correctly f° Answered Correctly (° Answered Correctly (—o Answered Correctly @ Answered Correctly f
6. Current Procurement. 7.2: Qa-Partnership | 8. Microsoft 9. Bill 22427 From 10. Your Credit Card &
Information For 74 Subscription Expiry Steven Murphy Payment Is Due On Aug
Sonicwall INC. You Said: Phishing You Said: Phishing Electrical Contractors 7
You Said: Phishing Pty Ltd Is Due
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% opendns.com/phishing-quiz/

OpenDNS is now part of
cisco

Learn More

MSP & PARTNERS CONSUMER ABOUT US

ORT LOGIN

PHISHING QUIZ

Think you can Outsmart Internet Scammers?

You're a phish-spotting ninja! You correctly identified 13 out of 14 sites in the OpenDNS phishing quiz.
You are skilled at spotting even the toughest phishing scams. But beware:

cyber criminals are
more clever than ever at creating sites that fool even the most experienced phishing detectives.

Set up OpenDNS, the world's fastest-growing Internet security and DNS service, and let us take

the guesswork out of identifying phishing sites. You can use OpenDNS at home or at s
confident you're always protected, because

rk and be

enDNS automatically blocks phishing sites

Share your results or challenge your friends:

LfRE

Yahoo! — Phish HSBC — Not a Phish Facebook — Not a Phish
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Yahoo! — Phish HSBC — Not a Phish Facebook — Not a Phish

Find out why

Twitter — Phish American Airlines — Phish Amazon — Not a Phish

Bt
Paypal — Phish Xfinity — Not a Phish Amazon — Phish
-

Activity 4
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Compose

Inbox 3
Starred

Snoozed

Sent

Drafts

More
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inbox
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me Hi Am Bob - My name is Bob Smith, and | have so zret information you need. Click ..
Google Security alert - Phone number added for 2-Step Verificatio F22PM
Google 2-Step Verification turned on - 2-Step Verification turned on cyber2stanleye 310PM
Google Nkems, finish setting up your new Google Account - Hi Nkems, Welcome to Google. .. 2:58PM
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Providing fake credentials
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Note:

| was redirected to a legitimate Facebook page, which means most users might not
notice they have gone through a privacy leaking link and their password and details
are visible to an attacker already. This is why it is good to always double check when
visiting any site or while online, anybody can be a victim.

Indeed Social engineering is still the most exploited this days because of human
error.

Copying Report and using cat command
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Using Grep command.
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