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Activity 1: Build a malicious USB stick using SET (VirtualBox) 

 



 

Had to change to my Vmware Kali 



 

 



 

 

Activity 2: Using BeEF 



 

 

 



 

 

 



 

 

 

a) Using Firefox to gather informations such ass: 

Host Ip address, Operating System identification, Browser details, Network Map 



b) Beef commands info gathering and exploitation: Geolocation, Steal cookies, 

Clipboard Theft, Keylogger, OS detection etc. 

 

 

Activity 3: Phishing Test 



 

 



 

 



 

 



 



 

 

 

Activity 4 



 



 

 



 

 

 

Clone a website 



 

Providing fake credentials 



 

Note: 

I was redirected to a legitimate Facebook page, which means most users might not 

notice they have gone through a privacy leaking link and their password and details 

are visible to an attacker already. This is why it is good to always double check when 

visiting any site or while online, anybody can be a victim. 

Indeed Social engineering is still the most exploited this days  because of human 

error. 

Copying Report and using cat command 



 

Using Grep command. 



 

 


