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Shadow Timeline Creation

Step 1 — Attach Local or Remote System Drive
# ewfmount system-name.E0l /mnt/ewf

Step 2 - Mount VSS Volume
# cd /mnt/ewf
# vshadowmount ewfl /mnt/vss

Step 3 — Run fIs across ewf] mounted image
# cd /mnt/ewf

# f1s -r -m C: ewfl >> /cases/vss-
bodyfile

Step 4 — Run fls Across All Snapshot Images
# cd /mnt/vss

# for i in vss*; do fls -r -m C: $i
>> /cases/vss-bodyfile; done

Step 5 - De-Duplicate Bodyfile using sort and uniq
# sort /cases/vss-bodyfile | unig >
/cases/vss-dedupe-bodyfile

Step 6 - Run mactime Against De-Duplicated Bodyfile
# mactime -d -b /cases/vss-dedupe-
bodyfile -z ESTS5EDT MM-DD-YYYY..MM-
DD-YYYY > /cases/vss-timeline.csv

Memory Analys

vol.py command -£
/path/to/windows_xp_memory.img --
profile=WinXPSP3x86

[Supported commands]
connscan Scan for connection objects
files list of open files process
imagecopy Convert hibernation file
procaump Dump process

pslist list of running processes
sockscan Scan for socket objects

For508_HANDOUT_SIFT WORKSTATION CHEAT SHEET 3.0.docx

Sleuthkit Tools

System Laver Tools (Partition Information)

fsstat -Displays details about the file system
# fsstat imagefile.dd

Data Layer Tools (Block or Cluster

blkeat -Displays the contents of a disk block
# blkcat imagefile.dd block num

blkls  -Lists contents of deleted disk blocks
# blkls imagefile.dd > imagefile.blkls

blkcalc-Maps between dd images and blkls results
# blkcalc imagefile.dd -u blkls num

blkstat -Display allocation status of block
# blkstat imagefile.dd cluster number

MetaData Layer Tools (Inode. MFT. or Directry Entry)

ils  -Displays inode details
# ils imagefile.dd

istat -Displays information about a specific inode
# istat imagefile.dd inode_num

icat  -Displays contents of blocks allocated to an inode
# icat imagefile.dd inode num

ifind  -Determine which inode contains a specific block
# ifind imagefile.dd -d block num

Filename Layer Tool

fls -Displays deleted file entries in a directory inode
# fls -rpd imagefile.dd

ffind -Find the filename that using the inode
# £find imagefile.dd inode num
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Purpose

DFIR Forensic Analysts are on the front lines
of computer investigations. This guide aims
to support Forensic Analysts in their quest
to uncover the truth.

How To Use This Sheet

When performing an investigation it is helpful to be
reminded of the powerful options available to the
investigator. This document is aimed to be a
reference to the tools that could be used. Each of
these commands runs locally on a system.
This sheet is split into these sections:

+ Mounting Images

+ Shadow Timeline Creation

+ Mounting Volume Shadow Copies
+ Memory Analysis

+ Recovering Data

« Creating Supert Timelines

« String Searches

+  The Sleuthkit

«  Stream Extraction
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Memory Samples

gleeda edited this page on Mar 22, 2019 - 8 revisions

This is a list of publicly available memory samples for testing purposes. » Pages €)

Description 0os

Home

Art of Memory Forensics Images Assorted Windows, Linux, and Mac
Getting Started

Mac OSX 10.8.3 x64 Mac Mountain Lion 10.8.3 x64
« FAQ
Windows XP x86 and Windows 2003 SPO x86 o Installation
Jacker's forensic challenge .
(4 images) o Linux
* Mac
GrrCon f ic challenge ISO (al . .
rrCon orens!c challenge (also Windows XP x86 Android
see PDF questions)  Basic Usage
« 2.6 Win Profiles
Black Energy, CoreFlood, Lagma, Prolaco, .
Malware Cookbook DVD N & . 9 Encrpled KDBG
- Sality, Silent Banker, Tigger, Zeus, etc o Pyinstaller Builds
« Unified Output
Malware - Cridex Windows XP SP2 x86
Command References
Malware - Shylock Windows XP SP3 x86

« Windows Core
Malware - R2D2 (pw: infected) Windows XP SP2 x86 « Windows GUI

 Windows Malware

Windows 7 x64 Windows 7 SP1 x64 o Linux v
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Memory Analysis

World-Class Technical Training for Digital Forensics Professionals

<
>

&S R

B3 Other favorite

Our Team Training Testimonials AMF

Contact

The Art of Memory Forensics

This book is written by four of the core Volatility developers - Michael Ligh, Andrew Case, Jamie Levy, and AAron Walters. We've
been collaborating for well over 6 years to design the most advanced memory analysis framework and we're excited to be
collaborating on a book.

The content for the book is based on our Windows Malware and Memory Forensics Training class, which has been executed in
front of hundreds of students. As an added bonus, the book also covers Linux and Mac memory forensics. You can view an
extended Table of Contents (PDF) online here.

Buy the Book

Here is an initial list of ways you can acquire legitimate copies of the book. There
are already a number of fake sites out there trying to take your money in
exchange for empty zip files and backdoored PDFs. In fact, one claimed one of
the book's authors was a Bible translator from Equitorial Guinea.

Buy it from Amazon (hard copy) /

Buy it from Amazon (kindle edition) mhe Ayt o
Buy it from Wiley
Buy it from Google Play (ePub) MEMORY
Buy it from Barnes & Noble [
Buy it from O'Reilly Media FORENSICS

Downloads

The book's supplementary materials are freely available to everyone. You don't
need to buy the book before you access them.

WiLEY
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Package configuration

The rest of the configuration of Samba deals with questions that affect parameters in /etc/samba/smb.conf, which is the file used to configure the Samba programs (nmbd and smbd). Your current smb.conf
contains an "include” line or an option that spans multiple lines, which could confuse the automated configuration process and require you to edit your smb.conf by hand to get it working again.

If you do not choose this option, you will have to handle any configuration changes yourself, and will not be able to take advantage of periodic configuration enhancements.

Configure smb.conf automatically?





image31.png
Activities 3 Terminal Apr11 14118 ©» O

m Terminal Q = - 8 %

Setting up libvslvm (20240301-1ppal~jamny)

Setting up wireless-regdb (2024.07.04-6ubuntu1~22.04.1)

Setting up libsqlite3-8:and64 (3.37.2-2ubuntue.3)

Setting up libtss2-mud:amd64 (3.2.-1ubuntul.1)

Setting up libmsiecf-python3 (20246209-1ppai-~janmy)

Setting up libfvde-python3 (20240113-1ppai~jammy)

Setting up liblab-gamuti:amd64 (2.42.2-6ubuntuo.1

Setting up libgdk-pixbuf2.6-common (2.42.8+dfsg-1ubuntue.3)

Setting up python3-dfdatetime (20246220-1ppai~jammy)

Setting up libtss2-tcti-swtpmo:and64 (3.2.0-1ubuntul.1)

Setting up binutils-common:and64 (2.38-4ubuntu2.8)

Setting up libyajl2:amd64 (2.1.0-3ubuntue.22.04.1)

Setting up libnghttp2-14:amd64 (1.43.6-1ubuntu.2)

Setting up libmagici:amd64 (1:5.41-3ubuntue.1)

Setting up libfwnt (20240126-1ppai~jammy)

Setting up libuno-sal3 (1:7.3.7-0ubuntu®.22.64.9)

Setting up libjavascriptcoregtk-4.6-18:and64 (2.48.0-06ubuntue.22.04.1)
Setting up libsysmetricsi:amd64 (1.7.1ubuntue.1)
Setting up libapri:amd64 (1.7.6-8ubuntud.22.64.2)
Setting up less (590-1ubuntud.22.64.3)

Setting up linux-libc-dev:amd64 (5.15.0-136.147)
Setting up libcreg (20240303-1ppal-~jammy)

Setting up libctf-nobfde:amd64 (2.38-4ubuntu2.8) ..
Setting up libnetpland:and64 (6.106.1-7ubuntue.22.04.4)
Setting up libpackagekit-glib2-18:and64 (1.2.5-2ubuntu3)
Setting up fwupd-signed (1.51.1~22.04.1+1.4-6ubuntue.1
Setting up gnome-shell-common (42.9-Bubuntu2.2)

Setting up libvhdi (20240303-1ppal-~jammy)

Setting up unrar (1:6.1.5-1ubuntue.1)

Setting up libc-ares2:amd64 (1.18.1-1ubuntu®.22.4.3)
Setting up file (1:5.41-3ubuntue.1)

needrestart is being skipped since dpkg has failed

E: Sub-process /usr/bin/dpkg returned an error code (1)
sansforensics@siftworkstation:

$ sudo apt install dff

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

£: Unable to locate package dff
sansforensics@siftworkstation:

$ sift-cli tools

sift-cli: command not found
sansforensics@siftworkstation:

$ sudo sift-cli tools

sudo: sift-cli: command not found
sansforensics@siftworkstation:

S cd /opt

sansforensics@siftworkstation: /opt

$ sudo git clone http://github.com/dff-tean/dff.git
Cloning into 'dff
Username for 'https

J/gtthub.con’: I

T oE 8B i
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