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Course: CYB302

Ethical Hacking
(Canadian Context)

Lab4 : Vulnerability Analysis
 

Coordinator and Instructor:

Muhamma Saleem


Student Name:           Olushola Enoch Bayode
Student ID: 		23077087
Section:			3rd Semester
lsb_release -a
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grep -vE "^#|^$" /etc/apt/sources.list
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Sudo apt Update
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Activity 1:
sudo apt isntall gvm
[image: A screenshot of a computer

AI-generated content may be incorrect.]
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sudo gvm-setup (You must capture the password during this setup)
[image: A screenshot of a computer
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sudo gvm-check-setup (Take the screen shot)
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Activity 2: Vulnerability/Exposure Testing and Reporting (Linux)
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Activity 3: Installing another Vulnerability Scanner (Nessus)
Step 1: Obtain a Nessus Home Activation Code
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Step 2: Download Nessus and Install It on Your System
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Activity 4: Nessus Vulnerability Scanning
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Upgrading: 0, Installing: 0, Removing: @, Not Upgrading: 114

(olushola® olush)
Lo 20050 dnstatt -

gvm
The following packages were automatically installed and are no longer required

firebirds.o-common 1ibgeos3.13.0 Libmbedcrypto7tes 1ibx265-209
firebird3.o-common-doc libgli-mesa-dev Libmsgraph-0-1 openjdk-23-jre
Libbfiol Libglapi-mesa Libpaper1 openjdk-23-jre-headless
Libc+1-19 Libgles-dev Libpython3. 12-dev python3-appdirs
Libc++abil-19 Libgles1 LibgtSsensorss python3-ntln-auth
Libcapstones Libglvnd-core-dev Libgtswebkits python3.12
Libconfig++9vs Libglvnd-dev Libsuperlus python3.12-dev
Libconfigg Libgtksourceview-3.0-1 Libtaglvs python3.12-minima
libdirectfb-1.7-7t64  libgtksourceview-3.0-common libtaglvs-vanilla python3.12-venv
Libegl-dev Libgtksourceviewnn-3.0-0v5  libtagco ruby3.1
Llibflac12tes Libgumbo2 Libunwind-19 ruby3.1-dev
Libfntg 1ibjx10.9 Libwebrtc-audio-processingl  ruby3.1-do

Use "sudo apt autoremove’ to remove them

Upgrading:
bluema; Libpython3-stdlib o python3 thon3-tdb  samba-common-bis
Libldb2 Libsmbcliento Py python3-Ldb python3-venv samba-dsdb-modules
Libnss Py python3-minimal samba samba-11b:
Libpan Py python3-samba  samba-ad-dc  smbclie
Libpython3-dev  onboard-commor Py python3-talloc  samba-common winbi

Installing:

Installing dependencies:
eenbone-security-assistant

sad

Suggested packages:
python3.13-doc  binfmt-support

REMOVING:
winexe

Sunmary:
Upgrading: 30, Installing: 10, Removing: 1, Not Upgrading: 84
Download size: 32.8 MB
Space needed: 49.0 M8 / 76.9 G8 available
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Setting up blueman (2.4.3-1+b1)

blueman-mechanism.service is a disabled or a static unit not running, not starting it.

Setting up gm (24.11.1)

Setting up pythond-tdb (2:1.4.13+samba4.22.0+dfsg-1)

Setting up python3-venv (3.13.1-2)

Setting up python3-gpg (1.24.2-1:b1)

Setting up python3-brotli (1.1.0-2+b7)

Setting up python3-dev (3.13.1-2)

Setting up python3-ldb (2:2.11.0+samba4.22.0+dfsg-1)

Setting up onboard-common (1.4.1-10)

Setting up samba-common-bin (2:4.22.0+dfsg-1)

Setting up samba-dsdb-modules:amd6s (2:4.22.0+dfsg-1)

Setting up libsmbclientd:amdsd (2:4.22.0+dfsg-1)

Setting up samba (2:4.22.0+dfsg-1)

smbd.service is a disabled or a static unit not running, not starting it.

nmbd.service is a disabled or a static unit not running, not starting it.

Setting up gum-tools (24.8.0-1)

Setting up python3-aardwolf (0.2.8-Okali3+b1)

Setting up python3-talloc:amd6s (2:2.4.3+sambas.22.0+dfsg-1)

Setting up winbind (2:4.22.0+dfsg-1)

winbind.service is a disabled or a static unit not running, not starting it.

Setting up onboard (1.4.1-10)

Setting up libnss-winbind:amdes (2:4.22.0+dfsg-1)

Setting up smbclient (2:4.22.0+dfsg-1)

Setting up python3-samba (2:4.22.0+dfsg-1)

Setting up libpam-winbind:amd6s (2:4.22.0+dfsg-1)

Setting up samba-ad-dc (2:4.22.0+dfsg-1)

Removing 'diversion of /1ib/systemd/systen/samba-ad-dc.service to /lib/systemd/system/samba-ad-dc.service.usr-is-merge
d by samba-ad-dc’

samba-ad-dc.service is a disabled or a static unit not running, not starting it.

Processing triggers for kali-menu (2025.1.1)
Processing triggers for desktop-file-utils (0.28-1)
Processing triggers for hicolor-icon-theme (0.18-2)
Processing triggers for doc-base (.11.2)
Processing 1 changed doc-base file .
Processing triggers for libc-bin (2.40-3)
Processing triggers for systemd (257.3-1)
Processing triggers for man-db (2.13.0-1)
Processing triggers for libglib2.0-0t64
Processing triggers for dbus (1.16.2-1)
Setting up onboard-data (1.4.1-10)

md64 (2.83.3-2)

—(olushola® olush)-[~]
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sudo apt gvm-setup

Error: Invalid operation gvm-setup

s

1
1
1
[*1
[*1
[*1

(olushola® olush)-[:

m-setup

Starting PostgresqL service
Creating GVM's certificate files
Creating PostgresqL database
Creating database user

Creating database

Creating permissions

CREATE ROLE

[*1

Applying permissions

GRANT ROLE

[*1

Creating extension uuid-ossp

CREATE EXTENSION

[*1

Creating extension pgcrypto

CREATE EXTENSION

[*1

Creating extension pg-gvm

CREATE EXTENSION

[>1
[>1
[*1
[*1
[*1
[*1
[*1
[*1

Running as root. Switching to user ' cun’ and group
Trying to acquire lock on /var/lib/o

Migrating database
Checking for GVM admin user

Creating user admin for gvm

Please note the generated admin password

User created with password 'bd328e93-53f9-43c4-89b2-a77247995Fe7"
Configure Feed Import Owner

Define Feed Import Owner

Update GVM feeds

vas/feed-update . lock

Acquired lock on /var/Lib/openvas/feed-update. lock

Downloading Notus files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/notus/

to /var/lib/notus
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[+] Creating extension pgcrypto
CREATE EXTENSION

[*] Creating extension pg-gvm
CREATE EXTENSION
[>] Migrating database
[>] Checking for GVM admin user
[*] Creating user admin for gvm
[*] Flease note the generated admin password
[*] User created with password 'bd328e93-539-43c4-89b2-a77247995Fe7"
[*] Configure Feed Import Owner
[*] Define Feed Import Owner
[*] Update GvM feeds
Running as root. Switching to user ' _gvn’ and group '_gvn
Trying to acquire lock on /var/lib/openvas/feed-update.lock
Acquired lock on /var/lib/openvas/feed-update. lock
Downloading Notus files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/notus/
to /var/lib/notus
Downloading NASL files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/nasl/ to
/var/lib/openvas/plugins
Releasing lock on /var/lib/openvas/feed-update.lock

Trying to acquire lock on /var/lib/gvn/feed-update.lock
Acquired lock on /var/lib/gn/feed-update.lock

Downloading SCAP data from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/scap-data/ to
/var/lib/gvn/scap-data

Downloading CERT-Bund data from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/cert-data/
to /var/lib/gvn/cert-data

Downloading gvmd data from rsync://feed.comnunity.greenbone.net/conmunity/data-feed/22.04/ to
/var/lib/gvn/data-objects/gvnd/22.04
Releasing lock on /var/Lib/gun/feed-update.lock

[*] Checking Default scanner
[*] Modifying Default Scanner
Scanner modified.

[+] Done
[*] Please note the password for the admin user
[*] User created with password 'bd328e93-53f9-43c4-89b2-a77247995fe7" .

[>] You can now run gvm-check-setup to make sure everything is correctly configured

olushola® olush)-[~]
Y |
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[(olushola® olush)-[
$ sudo gvm-check-setup
gvn-check-setup 23.11.0
Test completeness and readiness of GVM-23.11.0
Step 1: Checking OpenVAS (Scanner) ..
OK: OpenVAS Scanner is present in version 23.13.1
OK: Notus Scanner is present in version 22.6.4
OK: Server CA Certificate is present as /var/lib/gum/CA/servercert.pem
Checking permissions of /var/lib/openvas/gnupg/*
OK: _gm owns all files in /var/lib/openvas/gnupg
0K: Tedis-server is present
0K: scanner (db_address setting) is configured properly using the redis-server socket: /var/run/redis-openvas/
redis-server.sock
0K: the mqtt_server_uri is defined in /etc/openvas/openvas.conf
0K: _gvm owns all files in /var/lib/openvas/plugins
0K: WVT collection in /var/lib/openvas/plugins contains 93556 NVTs
0K: The notus directory /var/lib/notus/products contains 495 NVTs
Checking that the obsolete redis database has been removed
Could not connect to Redis at /var/run/redis-openvas/redis-server.sock: No such file or directory
0K: No old Redis DB
starting ospd-openvas service
Waiting for ospd-openvas service
0K: ospd-openvas service is active
0K: 0spd-OpenVAS is present in version 22.7.1
Step 2: Checking GVMD Manager
OK: GVM Manager (gvmd) is present in version 24.0.0
Step 3: Checking Certificates
0K: GVM client certificate is valid and present as /var/lib/gvn/CA/clientcert.pem
OK: Your GVM certificate infrastructure passed validation
Step 4: Checking data
0K: SCAP data found in /var/lib/gvm/scap-data
OK: CERT data found in /var/lib/gvm/cert-data
Step 5: Checking Postgresql DB and user
0K: Postgresql version and default port are OK
gvnd I _gvm | uTFg I libe | en_CA.UTF-8 | en_CA.UTF-8 | 1
16436 |pg-gvm| 10122001 £122.6 |
OK: At least one user exists.
Step 6: Checking Greenbone Security Assistant (GSA
OK: Greenbone Security Assistant is present in version 24.0.0~git
Step 7: Checking if GVM services are up and running
starting gvnd service
Waiting for gumd service
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Could not connect to Redis at /var/run/redis-openvas/redis-server.sock: No such file or directory
0K: No old Redis DB
starting ospd-openvas service
Waiting for ospd-openvas service
0K: ospd-openvas service is active
0K: o0spd-OpenVAS is present in version 22.7.1
Step 2: Checking GVMD Manager
OK: GVM Manager (gvmd) is present in version 24.0.0
Step 3: Checking Certificates
OK: GVM client certificate is valid and present as /var/lib/gvn/CA/clientcert.pem
OK: Your GVM certificate infrastructure passed validation
Step 4: Checking data
OK: SCAP data found in /var/lib/gvm/scap-data
OK: CERT data found in /var/lib/gvm/cert-data
Step 5: Checking Postgresql DB and user
0K: Postgresql version and default port are OK
gvnd I _gvm | uTFg I libe | en_CA.UTF-8 | en_CA.UTF-8 | 1
16436 |pg-gvm| 10122001 £122.6 |
OK: At least one user exists.
Step 6: Checking Greenbone Security Assistant (GSA
OK: Greenbone Security Assistant is present in version 24.0.0~git
Step 7: Checking if GVM services are up and running
starting gvnd service
Waiting for gumd service
0K: gvmd service is active
starting gsad service
Waiting for gsad service
0K: gsad service is active
Step 8: Checking few other requirements .
OK: nmap is present.
0K: ssh-keygen found, LSC credential generation for GNU/Linux targets is likely to work
0K: nsis found, LSC credential package generation for Microsoft Windows targets is likely to work
0K: SELinux is disabled.
oK: xsltproc found.
WARNING: Your password policy is empty
SUGGEST: Edit the /etc/gvm/pwpolicy.conf file to set a password policy
Step 9: Checking greenbone-security-assistant ..
OK: greenbone-security-assistant is installed

It seems like your GVM-23.11.0 installation is OK

olushola® olush)-[:
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DCE/RPC and MSRPC Services Enumeration Reporting

@

80%  192.168.229.132 135/tcp Fri, Mar 14, 2025 2:59 PM UTC

Summary

Distributed Computing Environment / Remote Procedure Calls (DCE/RPC) or MSRPC services running
on the remote host can be enumerated by connecting on port 135 and doing the appropriate queries.

Detection Result

Here is the list of DCE/RPC or MSRPC services running on this host via the TCP protocol:
Port: 49664/tcp

UID: 12345778-1234-abcd-ef00-0123456789ac, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49664]

Named pipe : lsass

Win32 service or process : lsass.exe

Description : SAM access

WID: 51a227ae-825b-41f2-b4a0- 1ac9557a1018, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49664]
Annotation: Ngc Pop Key Service
UID: 8fb74744-b2FF-4c00-be0d-gefoa191felb, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49664]
Annotation: Ngc Pop Key Service
ID: b25a52bf-eSdd-4f4a-aea6-8ca7272a0e86, version 2
Endpoint: ncacn_ip_tcp:192.168.229.132[49664]
Annotation: KeyIso

Port: 49665/tcp

WID: d9safer0-a6ds-4259-822e-2c84dalddbod, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49665]

Port: 49666/tcp
WID: febeaff7-1e19-4fbb-9f8f-bB9e2018337c, version 1
Endpoint: ncacn ip_tcp:192.168.229.132[49666]
Annotation: Windows Event Log

Port: 49667/tcp

UID: 3a9ef155-691d-4449-8405-09ad57031823, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49667]

UUID: 86d35949-83c9-4044-b424-db363231fdoc, version 1
Endpoint: ncacn_ip_tcp:192.168.229.132[49667]

Port: 49668/tcp

nenet
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TCP Timestamps Information isclosure s 0%  192.168220.132 generalicp Fri, Mar 14, 2025 2i58 PM UTC

@

Summary

The remote host implements TCP timestamps and therefore allows
to compute the uptime.

Detection Result

It vas detected that the host implements RFC1323/RFC7323.

The following timestamps were retrieved with a delay of 1 seconds in-betweer
Packet 1: 3191256
Packet 2: 3192344

Insight

The remote host implements TCP timestamps, as defined by
RFC1323/RFC7323.

Detection Method
Special IP packets are forged and sent with a lttle delay in
between to the target IP. The responses are searched for a timestamps. If found, the timestamps

are reported.
Details: TCP Timestamps Information Disclosure OID: 1.3.6.1.4.1.25623.1.0.80091

Version used: 2023-12-15T16:10:08Z

Affected Software/0S

TCP implementations that implement RFC1323/RFC7323.

Impact

A side effect of this feature is that the uptime of the remote
host can sometimes be computed.

Solution

Solution Type: 5 Mitigation

To disable TCP timestamps on linux add the line

‘net.ipva.tcp_timestamps = 0' to /etc/sysctl.conf. Execute 'sysctl -p' to apply the settings at
runtime.

o disable TCP timestamps on Windows execute ‘netsh int tcp set global timestamps=disabled"

nenet

fQuzsecnmNuUusoRrEICO@PTal® ~ 6 ¥ 2am Suu





image18.png
"7, Olush - VMware Workstation 17 Player -
Player v || - & O]

) Tenable N

tenable

KaliLinux # KaliTools = KaliDocs N Kali Forums e Kali NetHunter « Exploit-DB * Google Hacking DB

Otenable Try

For Students & Educators: If you're using Nessus Essentials for education, register through the
program to get started.

Learn Nessus: Our covers everything from asset discovery
to compliance, helping you master Nessus for effective vulnerability assessment in various business
use cases.

Register for an Activation Code

You are registering for a 1-year Nessus Essentials license.

M Check to receive updates from Tenable

el

4 Have any questions about
Tenable Nessus®? I'm here to help!
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o Welcome to Nessus Essentials and congratulations on taking action to
secure your network! We offer the latest plugins for vulnerability scanning
today, helping you identify more vulnerabilities and keep your network

v protected.

»

If you're looking for more advanced capabilities, such as live results and
configuration checks — as well as the ability to scan unlimited IPs, check out
Nessus Professional. To learn more view the Nessus Professional datasheet.

Activating Your Nessus Essentials License
Your activation code for Nessus Essentials is:
8PPG-7HZE-ZTZK-S9XU-DCM4

This is a one-time code. If you uninstall and then reinstall you will need to
register the scanner again and receive another activation code.
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'—$ zypper install -y hostname

Command 'zypper’ not found, but can be installed with
sudo apt install zypper

Do you want to install it? (N/yy

sudo apt install zypper

The following packages were automatically installed and are no longer required

firebirds.o-common 1ibgeos3.13.0 Libmbedcrypto7t6s
firebird3.o-common-doc libgli-mesa-dev Libmsgraph-0-1
Libbfiol Libglapi-mesa Libpaper1
Libc++1-19 Libgles-dev Libpython3. 12-dev
Libc++abil-19 Libgles1 LibgtSsensorss
Libcapstones Libglvnd-core-dev LibqtSwebkits
Libconfig++9vs Libglvnd-dev Libsuperlu
Libconfigg Libgtksourceview-3.0-1 Libtaglvs
libdirectfb-1.7-7t64  libgtksourceview-3.0-common libtaglvs-vanilla
Libegl-dev Libgtksourceviewnn-3.0-0v5  libtagco
Llibflac12tes Libgumbo2 Libunwind-19
Libfntg 1ibjx10.9 Libwebrtc-audio-processingl
Use 'sudo apt autoremove’ to remove them
Installing:
2ypp

Installing dependencies:
augeas-lenses 1ibboost-t
libaugeasd  libsolv-tools

Libsolvl
ibsolvextl

Llibz
libz

Libyanl-cppo.8
ibzypp-bin

ad1.83.0

Suggested packages:

augeas-doc augeas-tools libzypp-doc zypper-do

Summar,
Upgrading: o, Installing: 13, Removing: 0, Not Upgrading: 84
Download size: 6,929 kB

Space needed: 29.3 MB / 61.1 GB available

Continue? [¥/n] y

Get:1 .download/kali kali-rolling/main amdes
Get:2 -kali.org/kali kali-rolling/main amdes
Get:3 .download/kali kali-rolling/main amdes
Get:4 .kali.org/kali kali-rolling/main amdes
Get:s .kali.org/kali kali-rolling/main amdes
Get:6 .kali.org/kali kali-rolling/main amdes
Get:7 -kali.org/kali kali-rolling/main amdes
Get:8 .download/kali kali-rolling/main amdes

ypp-common
ypp-config

O 4 A O 1136 | &

1ibx265-209
openjdk-23-jre
openjdk-23-jre-headless
python3-appdirs
python3-ntln-auth
python3.12
python3.12-dev
python3.12-minimal
python3.12-venv

ruby3.1

ruby3.1-dev

ruby3.1-doc

ibzypp1735
zypper-conmon

augeas-lenses all 1.14.1-1 [463 kB]

Libaugeaso ands4 1.14.1-1+b3 [314 kB]
Libboost-thread1.83.0 and6i 1.83.0-4.1 [269 kB]
Libsolvl amd64 0.7.31-1+b1 [295 kB]

Libsolvextl amd6i 0.7.31-1+b1 [131 k8]
Libsolv-tools amdsé 0.7.31-1+b1 [114 kB]
Libyanl-cppo.8 andes 0.8.0+dfsg-7 [133 k8]
Libzypp1735 amde4 17.36.4-1 [2,569 kB8]
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-$ sudo dpkg -i Nessus-10.8.3-debian10_amde4
dpkg: error: archive 'Nessus-10.8.3-debianl0_amdsi’ is not a regular file

[ (olushola® olush - (~/Downloads)

$ sudo dpkz 1 Nessus-10.8.3-debian10_amde4.deb

Selecting previously unselected package nessus.

(Reading database ... 451720 files and directories currently installed.)
Preparing to unpack Nessus-10.8.3-debian10_and6s.deb

Unpacking nessus (10.8.3)
Setting up nessus (10.8.3)

HMAC : (Module_Integrity) : Pass
SHAL : (KAT Digest) : Pass
SHA2 : (KAT Digest) : Pass
SHA3 : (KAT Digest) : Pass
TDES : (KAT Cipher) : Pass

AES_GCM : (KAT_Cipher) : Pass
AES_ECB Decrypt : (KAT_Cipher) : Pass
RSA : (KAT_Signature) : RNG : (Continuous RNG_Test) : Pass

pass
ECDSA : (PCT_Signature) : Pass
ECDSA : (PCT_Signature) : Pass

DSA : (PCT_Signature) : Pass
TLS13_KDF_EXTRACT : (KAT_KDF) : Pass
TLS13KDF_EXPAND : (KAT_KDF) : Pass

TUS12_PRF : (KAT_KDF) : Pass
PBKDF2 : (KAT_KDF) : Pass
SSHKDF : (KAT_KDF) : Pass
KBKDF : (KAT_KDF) : Pass

HKDF : (KAT_KDF) : Pass
SSKDF : (KAT_KDF) : Pass
X963KDF : (KAT_KDF) : Pass
X942KDF : (KAT_KDF) : Pass
HASH : (DRBG) : Pass

CTR : (DRBG) : Pass

HMAC : (DRBG) : Pass

DH : (KAT_KA) : Pass

ECDH : (KAT_KA) : Pass
RSA_Encrypt : (KAT_AsymmetricCipher) : Pass
RSA_Decrypt : (KAT_AsymmetricCipher) : Pass
RSA_Decrypt : (KAT_AsymmetricCipher) : Pass
INSTALL PASSED

Unpacking Nessus Scanner Core Components

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
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[ (elushola® olush) [ ~/Downloads
$ systemcl start nessusd
sudo: systemcl: command not found

[ gBahota® oluskly] ~/bownloads]
$ sudo systemctl start nessusd

[ (olushola® olush)-(~/Downloads)

$ tenctl enable nessusd

Created symlink '/etc/systemd/system/multi-user.target.wants/nessusd.service’ > '/usr/lib/systend/system/nessusd.se
ce'.

[ (elushola® olush) [ ~/Downloads
$ sudo systemctl start nessusd

[ (clushola® olush) - ~/Dounloads
systenctl enable nessusd

(olushola® olush)-[~/Dounloads
Cs ]
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—(olushola® olush)-[
1§ 1sb_release -a

No LSB modules are available.
Distributor ID: Kali

Description:  Kali GNU/Linux Rolling
Release: 2025.1
Codenan kali-rolling

—(olushola® olush)-[~
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—(olushola® olush)-[
1§ 1sb_release -a

No LSB modules are available.
Distributor ID: Kali

Description:  Kali GNU/Linux Rolling
Releas 2025.1

Codenane: kali-rolling

—(olushola® olush)-[
1§ grep ve "21°%" fetc/apt/sources.list
deb http://http.kali.org/kali kali-rolling main contrib non-free non-free-firmuare

—(olushola® olush)-[.





image4.png
BERPo- [ 23 ¢« [l

olushola@olush: ~

File Actions Edit View Help

—(olushola® olush)-[
¢ 1sb_release -a

No LSB modules are available.
Distributor ID: Kali

Description:  Kali GNU/Linux Rolling
Releas 2025.1

Codenane: kali-rolling

—(olushola® olush)
1§ grep ve 721797 fetc/apt/sources.list
deb http://http.kali.org/kali kali-rolling main contrib non-free non-free-firmuare

—(olushola® olush)-[~

Lg echo "deb http://nttp.kali.or
/etc/apt/sources.list

2sh: parse error near “\n'

kali kali-r

—(olushola® olush)
—$ sudo updaate

[sudo] password for olushol
sudo: updaate: command not found

—(olushola® olush)
apt update
: +//http.kali.org/kali kali-rolling InRelease

114 packages can be upgraded. Run 'apt list —upgradable’ to see them.

—(olushola® olush)-[:
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